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To:  CHIME Members  
From:  CHIME Public Policy Staff  
Re:  CIO Cheat Sheet: Patients’ Access to Lab Test Reports; Changes to CLIA and HIPAA’s 

Privacy Rule 
 

 
The following brief outlines new provisions meant to provide individuals with greater access 

to their lab test results, and it identifies key areas of consideration for healthcare IT executives. 
 

Background  
In September 2011, the Centers for Medicare & Medicaid Services (CMS), the Centers for 

Disease Control and Prevention (CDC), and the Office for Civil Rights (OCR) issued a proposed 
regulation that changed the Clinical Laboratory Improvement Amendments of 1988 (CLIA) 
regulations and the Health Insurance Portability and Accountability Act of 1996 (HIPAA) Privacy 
Rule. The collaborating offices proposed giving individuals access to their completed test reports, 
directly from the laboratory. Implementing these proposed changes would preempt 20 state laws 
that prohibit a laboratory from releasing a test report directly to the patient or that prohibit the 
release without the ordering practitioner’s consent. The intended effect of the changes was to give 
individuals “a greater ability to access their health information, empowering them to take a more 
active role in managing their health and health care.” 
 
Final Rule  
 The final rule, published in the February 6, 2014, issue of the Federal Register (79 FR 7290-
7316), makes key changes to CLIA regulations and the HIPAA Privacy Rule. The combined result 
of these changes enables patients to have direct access to lab test results, without having to consult 
an ordering or treating practitioner. Both regulation changes are important to enabling this new 
paradigm. 

The final rule is effective April 7, 2014. However, HIPAA-covered entities must comply 
with the Privacy Rule changes adopted in the final rule by October 6, 2014, (240 days after the date 
of publication in the Federal Register), which includes the need to make revisions to entities’ notices of 
privacy practices. 
 
New Requirements 
 According to the final rule, laboratories have up to 30 days to provide requested test reports 
to patients. Labs also can get a possible extension of 30 additional days, under current Privacy Rule 
provisions. The collaborating offices argue that in cases where an individual requests access to a 
completed test report, 30 days will generally be sufficient to enable the ordering or treating provider 
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to receive the test report in advance of the patient, communicate the result to the patient, and 
counsel the patient as necessary with regard to the result. 

The only exception to direct access is for cases where a licensed health care professional has 
determined, in the exercise of professional judgment, that the access requested is reasonably likely to 
endanger the life or physical safety of the individual or another person. However, in such an 
instance, the individual is provided the right to have the denial-of-access reviewed by an unaffiliated 
health care professional. The final rule does not specify which party – the lab or the ordering 
practitioner – has the obligation to make sure results can be released. 

 
What it Means for Healthcare IT Executives 
 CHIME members who have facilities in different states may be governed by different rules 
for direct access to laboratory test results. These differences have likely occurred as a result of 
determining what information to make available through a patient portal. However, health IT 
executives should note where their state places the locus of responsibility – labs or individual 
providers.  

For instance, the final rule says that 20 states have laws that prohibit a laboratory from 
releasing a test report directly to the patient or that prohibit the release without the ordering 
provider’s consent. The final rule confirms that these laws will be preempted. However, the 
collaborating offices clarify that the final rule applies only to laboratories; thus, state laws that 
place requirements on other types of health care providers, such as those requiring a provider 
to discuss with and counsel a patient on HIV test results, are not preempted by the final rule. 
  
Additional Clarifications and Considerations 

 The collaborating offices clarify that the final rule does not require that laboratories interpret 
test results for patients, only that they make test results available. 

 

 CMS and OCR also reject comments asking that the rule not be applied to hospital reference 
laboratories, arguing that applying the access requirements as broadly and uniformly as 
possible best furthers the Department’s goal of increasing direct individual access rights to 
health information 

 

 They also clarify that the final rule does not impose any new record retention requirements 
for laboratory test reports, but does apply for as long as the laboratory maintains the 
information, even in those cases where the information is maintained beyond the applicable 
record retention requirements. 
 

 The final rule allows flexibility in how requests for access to laboratory test reports may be 
submitted, processed, and responded to by laboratories. Further, they note that the Privacy 
Rule requires reasonable steps to verify an individual’s identity but leaves the type and 
manner of the verification to the discretion and professional judgment of the covered entity. 
 

 The final rule will require HIPAA-covered laboratories to revise their notices of privacy 
practices to inform individuals of their new access right to laboratory test reports, including a 
brief description of how to exercise this right, and remove any statements to the contrary. 
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Frequently Asked Questions: 
 
Q: Is it the labs’ obligation to check in with the ordering provider to make sure results 

can be released, or is it the ordering doctors who need to put a “do-not-release” on a 
given record if they believe that it would be detrimental to the patient? 

A: CMS does not specify which party – the lab or the ordering physician – is responsible for 
communicating a “sensitive” test result. CIOs should ensure that processes exist between 
labs and ordering practitioners for test results that have been deemed to pose a risk to 
patient safety or conflict with state laws. 

 
Q: How does this final rule impact timelines related to Meaningful Use? Specifically, 

does this rule give providers more time to make test results available via a patient 
portal?  

A: This final rule has no impact on “view, download, transmit” or “patient portal” requirements 
under Meaningful Use. According to the 2013 Final Rule from CMS, providers must make 
available a list of data elements to patients within four business days of discharge. Included 
among these data elements is “Laboratory test results (available at time of discharge).” The 
parenthetical statement, (available at time of discharge), gives providers flexibility to meet 
both CLIA/HIPAA requirements and MU requirements within their mandated timelines. 

 
 
 

 
Additional questions, comments? 
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