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Meaningful Use 

CMS Finalizes MU Changes for Hospitals

Key Takeaway: CMS finalizes 90-day reporting period for
Meaningful Users for 2016 AND 2017.

Why it Matters: The Centers for Medicare & Medicaid Services
(CMS) late last week signed off on a 90-day reporting period for
Meaningful Use program participants in 2016 and 2017. The
measure was incorporated into the agency's final rule on
hospital outpatient prospective payment system (OPPS).
CHIME has been leading the charge in advocating for a 90-day
reporting period and will continue to push on that front for 2018
and beyond.

CMS also finalized a number of changes that will provide
welcomed relief for hospitals in 2017, 2018 and beyond. The
OPPS rule came out as CHIME's Washington staff was en
route to the Fall CIO Forum, so we are currently digging our
teeth into rule and plan to provide a more thorough analysis in
the days ahead. We can tell you that a number of measures
(i.e. CPOE and CDS) have been removed and that several
measure thresholds have been substantially reduced. These
changes, combined with the shorter reporting periods, should
provide some nice breathing space for hospitals. The CMS fact
sheet on offers more detail.
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Security 

FDA Receives Letter from Lawmakers on Devices

Key Takeaway: Lawmakers last week expressed concern about medical device cybersecurity
and the current capabilities of the Food and Drug Administration (FDA) to aid the industry in
mitigating security vulnerabilities.

Why it Matters: Among the many cybersecurity threats facing the nation's health IT leaders,
medical device cybersecurity vulnerabilities have begun to make headlines and have caught the
attention of lawmakers on Capitol Hill. With the reauthorization of the Medical Device User Fee
Amendments (MDUFA) set for congressional approval before the start of FY18, lawmakers will
take a closer look at how the FDA evaluates the safety and efficacy of medical devices.

Representatives Diana DeGette (D-CO) and Susan Brooks (R-IN) sent a letter  to FDA
Commissioner Robert Califf, M.D., and the Director of the Center for Devices and Radiological
Health (CDRH) Jeffrey Shuren, M.D., requesting information by December 16 about how the
FDA is assisting the industry in mitigating cybersecurity risks, educating providers and
manufacturers and protecting patients.
The letter poses a number of questions to the FDA, including:

How is the FDA working with medical device manufactures to ensure that known
vulnerabilities to patients and/or entire health systems are mitigated and disclosed to all
users? What efforts are currently underway to ensure that providers and patients are
properly informed about known vulnerabilities among devices currently deployed for
patient care?
Given the potentially long lifecycle of some devices, what is the FDA doing to ensure
device security and patient privacy is accounted for throughout the prolonged use of
devices despite the emergence of new threat vectors?
How is the agency coordinating its cybersecurity initiatives with other agencies, both
within the Department of Health and Human Services (HHS), and across the federal
government, including the Department of Homeland Security (DHS), Federal Bureau of
Investigation (FBI) and the Federal Trade Commission (FTC)?

NIST Develops New Cyber Resources

Key Takeaway: NIST ramps up efforts on infusion pump security and releases new workforce
cyber tools.

Why it Matters: Anyone interested in working with the National Institute of Standards and
Technology (NIST) to tackle infusion pump security has an opportunity to do so under a new
initiative. The new effort is being billed as a "collaboration with members of the health
information technology (IT) community, medical device manufacturers, and cybersecurity
vendors." NIST has also published new workforce resources which are detailed below.

New Cyber Talent Resource: NIST released a resource that will help U.S. employers more
effectively identify, recruit, develop and maintain cybersecurity talent. The draft NICE
Cybersecurity Workforce Framework (NCWF) provides a common language to categorize and
describe cybersecurity work to help organizations build a strong staff to protect their systems
and data.

Webinar on cyber apprenticeships: On November 16 at 2pm ET, NIST is hosting a webinar
titled, "Building Your Cybersecurity Team with Apprenticeships," which aims to highlight some of
the innovative programs introducing the apprenticeship model to the U.S. cybersecurity
industry. A speaker from the Department of Labor and the Tidewater apprenticeship program
which is approved by the DOL will be featured. The Tidewater apprenticeship program aims
to prepare students to enter into critically needed Information Security Analyst roles in
cybersecurity, computer forensics or incident response. Tidewater Community College has been
named a National Center of Academic Excellence in Cyber Defense by the DHS and
NSA. Interested attendees can go here to register.

Interactive Career Resource: NIST has rolled out CyberSeek, an interactive online tool designed
to make it easier for cybersecurity job seekers to find openings and for employers to identify the
skilled workers they need. 

Interoperability 

OCR Wades Into Information Blocking

Key Takeaway: The Office for Civil Rights (OCR) recently published guidance instructing
business associates that information blocking can constitute a HIPAA violation.

Why it Matters: Beyond the obvious reasons of why a business associate refusing a provider
ongoing access to patient PHI following termination of a contract or a contract dispute is a
problem, this is also an issue for patients. OCR has put a stake in ground by saying that
vendors may not block access to patient information otherwise they risk violating HIPAA. The
guidance is posted in the form of an FAQ which can be found here.
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