
 
 
 
 
 
 
 
 
 
 
 
 
 
 
February 3, 2020 

 
 
Ajit Pai 
Chairman 
Federal Communications Commission 
445 12th St SW 
Washington, D.C. 20554 

 
 
Re: Protecting Against National Security Threats to the Communications Supply Chain Through FCC 
Programs 

 
Dear Chairman Pai: 

 
The College of Healthcare Information Management Executives (CHIME) is pleased to submit comments on the 
Federal Communication Commission’s (FCC) proposed rule, which seeks to protect the security and integrity of 
communications infrastructure funded by the Universal Service Fund (USF). 

 
CHIME is a professional organization that represents more than 3,200 Chief Information Officers (CIOs) 
and other senior healthcare IT leaders. CHIME enables its members and business partners to 
collaborate, exchange ideas, develop professionally and advocate for the effective use of information 
management to improve the health and care in the communities they serve. CHIME members take their 
responsibility to protect the privacy and security of patient data and devices networked to their systems very 
seriously and our members are among the nation’s foremost health IT experts, including on the topic of 
cybersecurity. Our mission is, “To advance and serve healthcare leaders and the industry improving health 
and care globally through the utilization of knowledge and technology.” 

CHIME appreciates the opportunity to lend our perspective as the FCC seeks to maintain the integrity of 
USF funds used to purchase or obtain equipment or services to support communications networks or the 
communications supply chain. The healthcare sector has grown to rely significantly on broadband networks 
for a broad array of purposes that support key healthcare goals around the exchange of information, privacy 
and security. From a healthcare perspective, the security threats continue to mount as healthcare providers 
rely on wireless technologies and adapt to ever-evolving communications tools. We support FCC’s efforts 
to curb threats to our national security and offer our more detailed perspective below. 

 
The FCC’s final rule prospectively prohibits the use of USF funds to purchase or obtain any equipment or 
services produced or provided by a covered company posing a national security threat to the integrity of 
communications networks or the communications supply chain. Specifically, the FCC is prohibiting 
purchases from Huawei and ZTE starting July 1, 2020. The FCC furthermore is considering expanding this 
directive to other U.S. recipients, including healthcare providers since the Commission is concerned with 
protecting the next generation of wireless tech (i.e., 5G) and they do not want USF funds used in a way that 
undermines national security. 

 
The ban appears limited to communications equipment or services from covered companies that can 
include supply equipment and services for fixed and mobile communications networks; cloud -based network 
solutions; and consumer devices, including Wi-Fi routers, data cards and smartphones. The proposed 
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prohibition includes not only finished products by a covered company but also products containing specific 
components or sub-parts produced or provided by a covered company. 

The FCC states: 
 

The Commission believes that ETCs are the most likely to rely on USF-supported prohibited 
equipment and that the potential burden and available funding needed to cover all non-ETC USF 
recipients may be quite high. At the same time, the Commission recognizes that limiting its proposed 
removal and replacement requirement to ETCs runs some risk that non-ETC USF recipients may keep 
otherwise prohibited equipment in USF-supported networks. Recognizing the Commission’s need to 
balance risks and benefits, it seeks comment on whether to expand its proposed removal and 
replacement requirement to all USF recipients, rather than limit it to only ETCs. That is, should the 
Commission expand this proposed requirement to any entity receiving universal service support? 

CHIME supports the Commission’s proposal. Cybersecurity is our members’ top concern and the threats to 
the healthcare system are only growing with each year. To be clear, cybersecurity threats are a threat to 
patient safety, a message we believe bears repeating. The Food and Drug Administration (FDA) has also 
taken this stance.1 The healthcare sector is working hard to fortify our infrastructure and are constantly 
looking for ways to reduce threat vectors. 

 
Additionally, in a landmark report published in 2017 by the Healthcare Industry Cybersecurity Taskforce,2 

and entity established pursuant to the Cybersecurity Act of 2015, they concluded: 
 

This massive investment in R&D also creates an increasingly lucrative target for intellectual property 
and trade secret theft. This threat is particularly prominent from countries that are looking to 
significantly improve their own health care R&D capacity. For example, China recently began 
implementation of its 13th Five-Year Plan for Economic and Social Development of the People's 
Republic of China. This plan highlights the need to develop China’s internal biotech industry, build  
its high-performance medical equipment capabilities, and grow its advanced manufacturing 
capacity.68 The plan also stresses the need (to) make broad and deep reforms across the health 
care industry including R&D. Unfortunately, over the last few years there have been a number of 
cases involving attempted intellectual property theft by Chinese entities using both physical and 
cyber methods;69,70,71,72 this was prior to the added pressure of milestones and objectives that will 
stem  from the 13th Five-Year Plan. 

 
This Task Force, seeing the threat to the greater financial and intellectual security of the nation, 
outlines the following recommendations and action items to better secure R&D and intellectual 
property, which directly tie to the U.S. economy. 

 
Additionally, the U.S. Department of Health & Human Services’ (HHS) own Cybersecurity Command Center 
(HC3) has specifically called out China’s economic goals and the relationship to advanced, persistent 
cybersecurity threats. HC3 states this with respect to APT41 or Advanced Persistent Threat 41, a Chinese cyber 
hacking group whose efforts align with China’s economic and political goals with targets including 
telecommunications.3 

 
We queried some of our members on whether they possess equipment from banned manufacturers. Based 
upon the small survey we conducted, it does not appear that they hold this equipment in their possession.  
As noted above, while we support the intent of the ban and most of our the members we spoke to do not 
appear to have this equipment, a few had questions as to whether they hold this or not and were concerned 
about the implications and mitigating these impacts. 

 
1 https://www.fda.gov/media/112497/download 
2 https://www.phe.gov/Preparedness/planning/CyberTF/Documents/report2017.pdf 
3 HC3 Intelligence Briefing Advanced Persistent Threat (APT41 ), distributed November 22, 2019 
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We, therefore, support the proposal to move ahead with extending this ban to USF recipients who 
are healthcare providers that purchase or obtain any equipment or services produced or provided 
by a covered company posing a national security threat. We nonetheless recommend that the FCC, 
prior to finalizing any policy: 

 
1. Work with the healthcare community to increase awareness; 
2. Provide ample compliance time; 
3. Ensure the impact does not marginalize providers who may have this equipment and face 

steep replacement costs, including the most vulnerable and under-sourced providers, by 
offering them a longer compliance period or consider waivers; and 

4. Elaborate on whether there is funding for replacing equipment. 
 
We appreciate the opportunity to comment and welcome the chance to help inform the important work being 
done by FCC. We look forward to continuing to be a trusted stakeholder on securing the nation’s security as 
the healthcare sector continues to adapt to  the still nascent opportunities with electronic/digital/ virtual 
healthcare. Should you have any questions about our letter, please contact Mari Savickis, Vice President of 
Public Policy, at msavickis@chimecentral.org. 

 

Sincerely, 
 

 

Russell P. Branzell, CHCIO, LCHIME 
President and CEO 
CHIME 

John Kravitz, CHCIO, MHA Chair, 
CHIME Board of Trustees Chief 
Information Officer Geisinger 
Health System 
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