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HHS 405(d)PROGRAM
Aligning Health Care Industry SecurityApproaches

Current State in Healthcare and Public Health (HPH) Sector

Cyber Safety is Patient Safety

Cyber Safety

Patient Safety

Cyber attacks in healthcare affect every
aspect of an organization, but most
importantly they affect patient safety.
A single cyber attack has the potential to
shut down care facilities, erase important
patient health history, and put your
patient’s health and identity at risk.

Aligning Healthcare Industry Security Approaches

Mission
As the leading collaboration center of the Office of the
Chief Information Officer/Office of Information Security,
the 405(d) program is focused on providing the HPH
sector with useful and impactful resources, products,
and tools that help raise awareness and provide vetted
cybersecurity practices, which drive behavioral change
and move towards consistency in mitigating the most
relevant cybersecurity threats to the sector.

Health Industry Cybersecurity Practices (HICP):
Managing Threats and Protecting Patients
405(d)’s Cornerstone Publication
After significant analysis of the current cybersecurity issues facing the healthcare industry, the 405(d)
Task Group agreed on the development of three HICP components—a main document and two technical
volumes, and a robust appendix of resources and templates.
The Main Document examines
cybersecurity threats and
vulnerabilities that affect the
healthcare industry. It explores
five (5) current threats and
presents ten (10) practices to
mitigate those threats.
Technical Volume 1
discusses these ten
cybersecurity practices for
small healthcare
organizations.

Technical Volume 2 discusses
theseten cybersecurity
practices for mediumand large
healthcare organizations.

Top 5 Threats
Email Phishing
Ransomware

Loss or Theft of Equipment or Data
Insider Accidental or Intentional Data Loss
Attacks Against Connected Medical Devices

Top 10 Practices
1.
2.
3.
4.
5.

Email Protection Systems
Endpoint Protection Systems
Access Management
Data Protection and Loss Prevention
Asset management

6. Network Management
7. Vulnerability Management
8. Incident Response
9. Medical Device Security
10. Cybersecurity Policies

Health Industry Cybersecurity Practices (HICP): Managing
Threats and Protecting Patients

405(d) Products to support ERM in the HPH sector
Cybersecurity risks are enterprise risks that can affect every aspect of an organization
including reputation. The most important risk is patient safety, which is the corner stone
of every organization.
Enterprise Risk
Cybersecurity
405(d) HICP
Management
Education and
Publication
Publication
Awareness
(Coming Soon)
Technical Volume 1
(Small
Organizations)

Practitioner Guide

405(d) Post and Spotlight
Webinars

Technical Volume 2
(Medium and Large
Organizations)

Executive Guide

Cybersecurity Awareness
Posters, Emails, and
Outreach

Resources and
Templates

SBARs

Social Media

New 2021 HITECH Amendment
H.R.7898 — 116th Congress (2019-2020)
To amend the Health Information Technology for Economic and Clinical Health Act (HITECH) to
require the Secretary of Health and Human Services (HHS) to consider certain recognized security
practices of covered entities and business associates when making certain determinations, and for
other purposes.

Signed January 5, 2021 | Public Law No: 116-321

What are Recognized Security Practices?

The standards, guidelines, best practices, methodologies, procedures, and
processes developed under the:

•

National Institute of Standards and Technology (NIST) Cybersecurity Framework

•

HHS 405(d) Program approaches

•

Other programs and processes that address
cybersecurity and are developed,
recognized, or promulgated through
regulations under other statutory
authorities

Important Points to Note
•
•
•

•

The Office for Civil Rights (OCR) has not released guidance explaining how they will implement
the new amendment.
The Spring 2021 HHS Regulatory Agenda included development of a Request For Information
(RFI) regarding recognized security practices.
This RFI would seek comment on ways to implement
PL 116-321 for OCR to consider certain recognized
security practices when making certain HIPAA
enforcement determinations.
HHS encourages public input on this important topic
when published.

405(d) Resources
405(d) Awareness Materials
The 405(d) Program
periodically creates awareness
materials that can be utilized in
any size organization! Since
2018 the program has released
over 50 awareness products
which organizations across the
HPH sector can leverage.
405(d) Outreach
The 405(d) Program produces
Bi-monthly Newsletters, The
405(d) Post, and Spotlight
Webinars to increase
cybersecurity awareness and
present on new and emerging
cybersecurity news and topics,
as well highlighting the HICP
Publication!

405(d) Social Media
The 405(d) Program is now
live on Twitter, Instagram,
and Facebook at @ask405d
and on LinkedIn at
Linkedin.com/company/hhsask405d. Follow us to receive
up-to-date 405(d) news and
cybersecurity tips and
practices!
Guest Webinars
The 405(d) program offers
“Guest Webinars” to healthcare
organizations where we provide
information on the HICP
Publication, 405(d) resources,
how to engage your co-workers,
and more!

SBARs
The 405(d) SBAR, a timely, event-oriented document to help
healthcare organizations react and relate to current cyber events.

Questions?

Do you follow us on Social Media?
Check us out at @ask405d
Linkedin.com/company/hhsask405d

