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Thank you to our Sponsor, CynergisTek. Spor,
• Top ranked Cybersecurity, Privacy, & Compliance consulting firm
supporting the healthcare industry for 20 years
• CHIME partner since 2014

• Industry experts – many have held C-suite roles (CIO, CISO, CPO, CCO)
• Build an approach that responds everyday to ensure your team is
prepared, rehearsed, and resilient against threats

• Be sure to checkout CynergisTek’s Information Blocking eBook

Topics Covered
• Current State of Play
• HIPAA vs. Information Blocking: The Basics
• Information Blocking, EHI and USCDI

Current State of Play

Data is the New Gold
• Data theft and cybersecurity incidents on the rise thus breaches on
the rise.
• At same time there is an explosion in digital health investments and
providers are sharing more and more data whether it is under HIPAA
or at request of the consumer.
• Consumer data is new liquid gold

HIPAA vs Information
Blocking: The Basics

HIPAA vs
Information
Blocking

HIPAA (1996)

Information Blocking (2016)

HIPAA law from 1996
Applies to both paper and electronic records
Have up to 30 days to get records to patients
Compliance is triggered by whether a covered
entity or business associate is conducting any
of the administrative transactions named in
HIPAA (i.e. claims / 837) electronically
• 3 types of covered entities: provider, payers,
clearinghouses

• 21st Century Cures Act from 2016
• Just covers electronic data – specifically “EHI”
• Compliance is triggered by whether you are
one of the covered actors named in the law
AND you interfere with the access,
exchange, and use of electronic health
information (EHI)
• Types of entities who must comply are 4
actors: providers, vendors, HIEs & HINs

•
•
•
•

When Data Can be Shared under HIPAA
In general, a Covered Entity (CE) may only use or disclose Protected
Health Information (PHI) if either:
(1) the HIPAA Privacy Rule specifically permits;
(2) Rule Requires it;
(3) the individual who is the subject of the information provides a
written authorization; or (3) the patient authorizes sharing. The first
type of scenarios are referred to as “Permitted Uses.”
• Treatment, Payment and Operations (TPO)
• Right of Access

Individual Right of Access
• Federal policies spanning last three administrations have
focused on increasing patient access to their data
• Policymakers have taken a multi-pronged approach
• OCR
• Policy makes clear that patients have a right to easy
access to their data
• Proposed rule goes even further
• ONC
• Uses Information Blocking policies, EHR certification
including API functionality to spur better patient access

Information Included in the Right of Access
The Designated Record Set includes:
• Medical records and billing records about individuals maintained by or for a
covered health care provider;
• Enrollment, payment, claims adjudication, and case or medical management
record systems maintained by or for a health plan; or
• Other records that are used, in whole or in part, by or for the covered entity
to make decisions about individuals. This last category includes records that
are used to make decisions about any individuals, whether or not the record
The term “record” means any item, collection, or grouping of information that
includes PHI and is maintained, collected, used, or disseminated by or for a covered
entity.

Information Excluded from the Right of
Access
An individual does not have a right to access PHI that is not part
of a designated record set because the information is not used to
make decisions about individuals.
This may include certain quality assessment or improvement
records, patient safety activity records, or business planning,
development, and management records that are used for
business decisions more generally rather than to make decisions
about individuals.

OCR Settlements on Right of Access
As of August 4, 2021, OCR has publicly announced they have settled 19
investigations as part of its HIPAA Right of Access Initiative.
This is aimed at ensuring patient’s have timely access to their
information and is accomplished by the Office for Civil Rights
responding to patient claims by investigating if it is valid right of access
claim and then appropriately penalizing the provider or covered entity
that did not timely provide access.

Proposed Changes to HIPAA in 2021 Proposed Rule
The HIPAA proposed rule released under Trump but officially published
on January 21st - unclear at this time if the proposed rule will be
finalized, or what pieces may be included.
Some proposals contained in the proposed rule include:
• A requirement for APIs to be in-place, if available for CEs
• Expanding what entities are considered covered by HIPAA and have a
right to access PHI
• Making required, if directed by a patient, for a provider to request a
patient’s record from another provider.

Information Blocking,
EHI and USCDI

Info Blocking Overview Slide
On April 5, 2021 all Actors (Provider, HIN/HIE, Health IT Developer of CEHRT) must fulfill the information
blocking requirements, defined as:
§ 171.103 Information blocking.
(a) Information blocking means a practice that (1) Except as required by law or covered by an exception set forth in subpart B or subpart C of this part, is
likely to interfere with access, exchange, or use of electronic health information; and
(2) If conducted by a health IT developer of certified health IT, health information network or health
information exchange, such developer, network or exchange knows, or should know, that such practice is
likely to interfere with access, exchange, or use of electronic health information; or
(3) If conducted by a health care provider, such provider knows that such practice is unreasonable and is
likely to interfere with access, exchange, or use of electronic health information.
(b) For the period before October 6, 2022, electronic health information for the purposes of paragraph (a) of this
section is limited to the electronic health information identified by the data elements represented in the USCDI
standard adopted in § 170.213.

ONC Info Blocking Timeline As it Stands Today

But What is Electronic Health Information
(EHI)?
• ONC defines EHI as:
• Electronic health information (EHI) means “electronic protected health
information” (ePHI) as defined in 45 CFR 160.103 to the extent that it
would be included in a designated record set as defined in 45 CFR
164.501, regardless of whether the group of records are used or
maintained by or for a covered entity. But EHI does NOT include
psychotherapy notes as defined in 45 CFR 164.501 or information
compiled in reasonable anticipation of, or for use in, a civil, criminal, or
administrative action or proceeding.
• Until October 6, 2022 EHI is just the elements contained within the United
States Core Dataset (USCDI) v1.

Can You Follow Information Blocking and
Violate HIPAA?

Sort of…

Yes

Under information blocking – as we currently
understand it – if you claim an exception and deny
the release of information, even if it is a legitimate
exception, someone could potentially file a patient’s
right of access claim.

Although this is unlikely.

What is Included in USCDI v1

Okay, but What About on October 6, 2022?
After October 6, 2022 the definition of EHI shifts to all ePHI as defined in 164.501

Designated record set means:
(1) A group of records maintained by or for a covered entity that is:
(i) The medical records and billing records about individuals
maintained by or for a covered health care provider;
(ii) The enrollment, payment, claims adjudication, and case or
medical management record systems maintained by or for a
health plan; or
(iii) Used, in whole or in part, by or for the covered entity to make
decisions about individuals.
Note: This is the same definition as the HIPAA designated record set.

Designated Record Set -Information in Play
HIPAA

Information Blocking

— As defined under HIPAA 45 CFR 160.103: A
— EHI means ePHI as defined in HIPAA (45 CFR
group of records maintained by or for a
160.103) to the extent that it would be
covered entity that is:
included in a designated record set (as defined
— (i) The medical records and billing records
in 45 CFR 164.501) MINUS psychotherapy
about individuals maintained by or for a
— Applies REGARDLESS of whether the group of
covered health care provider;
records are used or maintained by or for a
— (ii) The enrollment, payment, claims
HIPAA covered entity
adjudication, and case or medical
management record systems maintained
by or for a health plan; or
— (iii) Used, in whole or in part, by or for the
covered entity to make decisions about
individuals.

Privacy &
Security
Exceptions

There Were Exceptions Mentioned, Can I Have
One of Those?
• Within the Final Rule ONC included 8 different
exceptions for information blocking actors to
use if they aren’t able to fulfill a request for
health data.
• If you need to use an exception you are need
to:
• Communicate with your requestor and
attempt to “negotiate” a form and format
that would fulfill the request (if
appropriate);
• Document the process; and
• If you can’t fulfill the request document:
why including the exception considerations
and efforts undertaken in attempts to fulfill
ONC Fact Sheet on Exceptions: https://www.healthit.gov/cures/sites/default/files/cures/2020-03/InformationBlockingExceptions.pdf
the request

ONC has indicated it wants you to work to the best of your ability to fulfill patient
data requests! In their view, the data belongs to the patient.

Privacy & Security Exceptions

Source: https://www.healthit.gov/cures/sites/default/files/cures/2020-03/InformationBlockingExceptions.pdf

Preventing Harm Exception
FAQs Provided by ONC:
• The Preventing Harm Exception’s type of harm
condition relies on the same types of harm that serve
as grounds for reviewable denial of an individual’s right
of access under the Privacy Rule
• In most instances, including where a practice interferes
with a patient’s own or the patient’s other health care
providers’ legally permissible access, exchange, or use
of the patient’s EHI, coverage under the Preventing
Harm Exception requires that the risk be of physical
harm
• The type of harm condition applies a “substantial
harm” standard for practices interfering with a patient’s
representative’s requested access, exchange, or use of
the patient’s EHI and to the patient’s or their
representative’s access to other persons’ individually
identifiable information within the patient’s EHI in
some circumstances

What do the Feds have to say?

Are nursing, pharmacy, or other professions’ clinical notes
included in the definition of “electronic health
information?”

ONC FAQs
on EHI

Yes, EHI does not specifically include or exclude notes or
other clinical observations based on the type or specialty
of the professional who authors them.
But, remember until 10/6/22, EHI is defined as what is
contained in USCDI v1 and the corresponding standards
named within USCDI v1.

Do the information blocking regulations require actors
to proactively make EHI available through “patient
portals,” APIs, or other health IT?

ONC FAQs on
EHI (cont.)

No (sort of). There is no requirement to have EHI
available to patients who have not requested the EHI.
ONC, does clarify that a delay in the release or available
of EHI after a request may constitute information
blocking, but that may also depend on if an exception
applies

Does information blocking supersede state law?

ONC
Information
Blocking FAQs

No. States rights dictate that compliance with state
laws does not constitute information blocking.

Do the HIPAA time of release requirements
supersede information blocking?
Also no. If an actor who could fulfill a request
chooses to delay in fulfillment of the request, then
it constitutes information blocking

When the patient is a minor and the provider is attempting to
maintain trust and privacy of patient, can they deny access to
the record of the minor to a parent or legal guardian?

ONC

Information
Blocking FAQs

No, unless the provider can document the practice will
substantially reduce a risk of at least substantial harm. However,
an individual’s specific request to not share information is
covered by the exception.
Does the type harm requirements align with HIPAA?
Yes, however it is a “substantial harm” burden for denying legal
representation or parental access.
Is there a need for imminence of the harm?
No

Third-Party Apps

API & Third-Party App Obsession
Use of APIs mandated under Cures Act – vendors must deliver capability in
CERHT same date providers must have functionality ready for use
No HIPAA requirement to have a BA with an app developer that doesn’t
create, maintain receive or transmit ePHI on behalf of a CE
Providers can warn patients about security BUT cannot impede access to
PHI via third party app

App Vetting
• Info blocking rule does NOT require app vetting
• In fact, the Info Blocking rule prohibits this practice when the intent is to do so
for third-party apps intended for patient use. ONC says:
For certified API technology, which includes the use of OAuth2 among other
security requirements in addition to its focus on ‘‘read-only’’/responses to
requests for EHI to be transmitted, there should be few, if any, security
concerns about the risks posed by patient-facing apps to the disclosing actor’s
health IT systems (because the apps would only be permitted to receive EHI at
the patient’s direction). Thus, for third party applications chosen by
individuals to facilitate their access to their EHI held by actors, there would
generally not be a need for ‘‘vetting’’ on security grounds and such vetting
actions otherwise would be an interference.
• Registration of apps through an EHR vendors does not constitute vetting

Enforcement

Enforcement Policies
• There are no enforcement mechanisms in place today for providers for
information blocking
• The OIG final enforcement rule is not yet final. Proposed rule says OIG will
coordinate with, and send referrals to, the agency or agencies identified in future
rulemaking by the Secretary that will apply the appropriate disincentive for health
care providers that engage in information blocking

• OIG can refer an information blocking claim to OCR if a consultation regarding the
health privacy and security rules would resolve an information blocking claim

Timelines for making PHI
available
• HIPAA is 30 days
• No time limit to provide patient access to their
data if they have it.
• 6 years to retain documentation with compliance

• Information blocking does not designate a
timeline – it just says no unreasonable delay
• Does not designate a time for how far back you
must go but if you have the records you must
supply them.
• Only applies to EHI
• Consider if transition between EHRs is your data
available electronically

Resources

Additional Resources
InfoblockingCenter.org
CynergisTek’s Information Blocking eBook
CHIME Resources
• ONC/CMS Timelines Chart
• CHIME Info Blocking Exceptions
Toolkit
• Info Blocking Exceptions
Companion Guide
• ONC Rule Definitions Cheat Sheet

ONC Resources
• FAQs
• Fact Sheets
• USCDI Overview
• Final Rule Text

Additional Resources
• HIPAA Law (2016)
• CHIME Cheat Sheet on HIPAA Proposed Rule
• HIPAA proposed rule
• 21st Century Cures Act

Have Questions?
Reach out to us at policy@chimecentral.org

