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HIPAA vs. 
Information Blocking



Individual Right of Access
Federal policies spanning last three administrations have focused on 
increasing patient access to their data

Policymakers have taken a multi-pronged approach:

• OCR
• Policy makes clear that patients have a right to easy access to their data
• Proposed rule goes even further

• ONC
• Uses Information Blocking policies, EHR certification including API 

functionality to spur better patient access
• CMS

• Oversees Promoting Interoperability which includes provisions requiring 
facilitating patient access
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HIPAA vs Information Blocking vs HITECH

HIPAA (1986) HITECH (2009) Info Blocking (2016)
― HIPAA law from 1986
― Applies to both paper and electronic 

records
― Have up to 30 days to get records to 

patients
― Compliance is triggered by whether a 

covered entity or business associate is 
conducting any of the administrative 
transactions named in HIPAA (i.e. 
claims / 837) electronically 

― 3 types of covered entities: provider, 
payers, clearinghouses

― Brought us the Meaningful 
Use Program and initially 
incentives for use of 
certified EHRs (CEHRT) 
though now just penalties 
and referred to as 
Promoting Interoperability 
for failure to meet 
requirements

― 21st Century Cures Act from 2016
― Just covers electronic data –

specifically “EHI”
― Compliance is triggered by whether 

you are one of the covered actors 
named in the law AND you  
interfere with the access, exchange, 
and use of electronic health 
information (EHI)

― Types of entities who must comply 
are 4 actors: providers, vendors, 
HIEs & HINs



Definition of Provider

HIPAA (1986) HITECH (2009) Information Blocking (2016)
― Includes a hospital, critical access 

hospital, skilled nursing facility, 
comprehensive outpatient 
rehabilitation facility, home health 
agency, hospice program, and 
providers of other services

- Eligible professionals  
means physician 

- Eligible hospital – acute 
and CAH

- Includes a hospital, skilled nursing facility, 
nursing facility, home health entity or other 
long-term care facility, healthcare clinic, 
community mental health center, renal dialysis 
facility, blood center, ambulatory surgical center, 
emergency medical services provider, federally 
qualified health center, group practice, a 
pharmacist, a pharmacy, a laboratory, a 
physician, a practitioner, a provider operated by, 
or under contract with, the Indian Health Service 
or by an Indian tribe 



Who Must Comply With Each Regulation?

Promoting
Interoperability

HIPAA Info Blocking

Handles/Possess EHI √

Possess a certified health IT product √ √
(most likely)

√

Covered provider who transmit data 
electronically

√ √



I Don’t Even Have an EHR Does Information 
Blocking Even Apply to Me?

If You Handle Any Health Data Electronically This Applies To You!

Don’t Believe Me? Check Below, Is That You?

ONC Definition of Provider Fact Sheet: https://www.healthit.gov/cures/sites/default/files/cures/2020-08/Health_Care_Provider_Definitions_v3.pdf

The term “health care provider” includes a hospital, skilled nursing facility, nursing facility, home health entity or
other long term care facility, health care clinic, community mental health center (as defined in section 300x–2(b)
(1) of this title), renal dialysis facility, blood center, ambulatory surgical center described in section 1395l(i) of
this title, emergency medical services provider, Federally qualified health center, group practice, a pharmacist,
a pharmacy, a laboratory, a physician (as defined in section 1395x(r) of this title), a practitioner (as described in
section 1395u(b)(18)(C) of this title), a provider operated by, or under contract with, the Indian Health Service
or by an Indian tribe (as defined in the Indian Self-Determination and Education Assistance Act [25 U.S.C. 450 et
seq.]), tribal organization, or urban Indian organization (as defined in section 1603 of title 25), a rural health clinic,
a covered entity under section 256b of this title, an ambulatory surgical center described in section 1395l(i) of
this title, a therapist (as defined in section 1395w–4(k)(3)(B)(iii) of this title), and any other category of health care
facility, entity, practitioner, or clinician determined appropriate by the Secretary.

about:blank


Information Blocking, 
EHI and USCDI



Can You Follow Information Blocking and 
Violate HIPAA?

Yes
Sort of…

Under information blocking – as we currently 
understand it – if you claim an exception and deny 
the release of information, even if it is a legitimate 
exception, someone could potentially file a patient’s 
right of access claim. 

Although this is unlikely.



ONC Info Blocking Timeline As it Stands Today



But What is Electronic Health Information 
(EHI)?

• ONC defines EHI as: 

• Electronic health information (EHI) means “electronic protected health 
information” (ePHI) as defined in 45 CFR 160.103 to the extent that it 
would be included in a designated record set as defined in 45 CFR 
164.501, regardless of whether the group of records are used or 
maintained by or for a covered entity. But EHI does NOT include 
psychotherapy notes as defined in 45 CFR 164.501 or information 
compiled in reasonable anticipation of, or for use in, a civil, criminal, or 
administrative action or proceeding.

• Until October 6, 2022 EHI is just the elements contained within the United 
States Core Dataset (USCDI) v1.



Okay, But What About on October 6, 2022?

After October 6, 2022 the definition of EHI shifts to all ePHI as defined in 164.501 

Designated record set means:

(1) A group of records maintained by or for a covered entity that is:
(i) The medical records and billing records about individuals 
maintained by or for a covered health care provider;
(ii) The enrollment, payment, claims adjudication, and case or 
medical management record systems maintained by or for a 
health plan; or
(iii) Used, in whole or in part, by or for the covered entity to make 
decisions about individuals.

Note: This is the same definition as the HIPAA designated record set.



Designated Record Set -Information in Play 

HIPAA Information Blocking
— As defined under HIPAA 45 CFR 160.103: A 

group of records maintained by or for a 
covered entity that is:
— (i) The medical records and billing records 

about individuals maintained by or for a 
covered health care provider;

— (ii) The enrollment, payment, claims 
adjudication, and case or medical 
management record systems maintained 
by or for a health plan; or

— (iii) Used, in whole or in part, by or for the 
covered entity to make decisions about 
individuals.

— EHI means ePHI as defined in HIPAA (45 CFR 
160.103) to the extent that it would be 
included in a designated record set (as defined 
in 45 CFR 164.501) MINUS psychotherapy

— Applies REGARDLESS of whether the group of 
records are used or maintained by or for a 
HIPAA covered entity



What is Included in USCDI v1



Are nursing, pharmacy, or other professions’ clinical notes included in 
the definition of “electronic health information?”

Yes, EHI does not specifically include or exclude notes or other clinical 
observations based on the type or specialty of the professional who 
authors them.

But, remember until 10/6/22, EHI is defined as what is contained in 
USCDI v1

ONC FAQs on EHI



ONC FAQs on EHI (cont.)

Do the information blocking regulations require actors to proactively 
make EHI available through “patient portals,” APIs, or other health 
IT?

No (sort of). There is no requirement to have EHI available to patients 
who have not requested the EHI. 

ONC, does clarify that a delay in the release or available of EHI after a 
request may constitute information blocking, but that may also depend 
on if an exception applies.



ONC Information Blocking FAQs

Does information blocking supersede state law? 

No. States rights dictate that compliance with state laws does not 
constitute information blocking. 

Do the HIPAA time of release requirements supersede information 
blocking?

Also no. If an actor who could fulfill a request chooses to

delay in fulfillment of the request, then it constitutes information

blocking.



When the patient is a minor and the provider is attempting to 
maintain trust and privacy of patient, can they deny access to the 
record of the minor to a parent or legal guardian? 

No, unless the provider can document the practice will substantially reduce a 
risk of at least substantial harm. However, an individuals specific request to not 
share information is covered by the exception.

Does the type harm requirements align with HIPAA?
Yes, however it is a “substantial harm” burden for denying legal representation 
or parental access.

Is there a need for imminence of the harm? 
No

ONC Information Blocking FAQs



There Were Exceptions Mentioned, Can I Have 
One of Those?

• Within the Final Rule ONC included 8 different 
exceptions for information blocking actors to 
use if they aren’t able to fulfill a request for 
health data. 

• If you need to use an exception you are need 
to: 
• Communicate with your requestor and 

attempt to “negotiate” a form and format 
that would fulfill the request (if 
appropriate);

• Document the process; and
• If you can’t fulfill the request document: 

why including the exception considerations 
and efforts undertaken in attempts to fulfill 
the request

ONC has indicated it wants you to work to the best of your ability to fulfill patient 
data requests! In their view, the data belongs to the patient.

ONC Fact Sheet on Exceptions: https://www.healthit.gov/cures/sites/default/files/cures/2020-03/InformationBlockingExceptions.pdf
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Privacy & Security Exceptions

Source: https://www.healthit.gov/cures/sites/default/files/cures/2020-03/InformationBlockingExceptions.pdf
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Privacy & 
Security 
Exceptions



API & Third-Party App Obsession

Use of APIs mandated under Cures Act – vendors must deliver capability in 
CERHT same date providers must have functionality ready for use

No HIPAA requirement to have a BA with an app developer that doesn’t 
create, maintain receive or transmit ePHI on behalf of a CE

Providers can warn patients about security BUT cannot impede access to 
PHI via third party app 



Third App Vetting and What You Can Caution

Info blocking rule does NOT require app vetting 

In fact, the Info Blocking rule prohibits this practice when the intent is 
to do so for third-party apps intended for patient use. ONC says:

For certified API technology, which includes the use of OAuth2 among other security requirements in 
addition to its focus on ‘‘read-only’’/responses to requests for EHI to be transmitted, there should be 
few, if any, security concerns about the risks posed by patient-facing apps to the disclosing actor’s 
health IT systems (because the apps would only be permitted to receive EHI at the patient’s 
direction). Thus, for third party applications chosen by individuals to facilitate their access to their 
EHI held by actors, there would generally not be a need for ‘‘vetting’’ on security grounds and such 

vetting actions otherwise would be an interference. 

Registration of apps through an EHR vendors does not constitute 
vetting



What If We Have a PHI Heist In Transit?

• If a CE discovers that the PHI was breached in transit to the designated 
third party, and the PHI was “unsecured PHI”, CE generally is obligated 
to notify the individual and HHS of the breach and otherwise comply 
with the HIPAA Breach Notification Rule.

• But, if the individual requested that the CE transmit the PHI in an 
unsecure manner (e.g., unencrypted), and, after being warned of the 
security risks to the PHI associated with the unsecure transmission, 
maintained her preference to have the PHI sent in that manner, the CE is 
not responsible for a disclosure of PHI while in transmission to the 
designated third party, including any breach notification obligations that 
would otherwise be required. 

• Further, a covered entity is not liable for what happens to the PHI once 
the designated third party receives the information as directed by the 
individual in the access request.

OCR FAQ: https://www.hhs.gov/hipaa/for-professionals/faq/2040/what-is-a-covered-entitys-obligation-under/index.html
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Now That That’s Done, Lets Talk FHIR

• FHIR stands for Fast Healthcare Interoperability Resource 
(FHIR)

• FHIR was created by HL7 and is a new interoperability 
standard focused on the exchange of health data. 

• Primarily it is being discussed as away to exchange data, 
especially between EHRs and 3rd party apps.

• All certified health IT products must have FHIR API 
functionality delivered to customers by December 31, 
2022.
• Providers subject to promoting interoperability must attest to 

having these APIs in place and functioning in 2023.

Learn more in ONC’s FHIR Fact Sheets: https://www.healthit.gov/topic/standards-technology/standards/fhir-fact-sheets
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Enforcement



Enforcement Policies 

• There are no enforcement mechanisms in place today for providers 
for information blocking

• The OIG final enforcement rule is not yet final. Proposed rule says OIG 
will coordinate with, and send referrals to, the agency or agencies 
identified in future rulemaking by the Secretary that will apply the 
appropriate disincentive for health care providers that engage in 
information blocking

• OIG can refer an information blocking claim to OCR if a consultation 
regarding the health privacy and security rules would resolve an 
information blocking claim
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Timelines For Making PHI 
Available

• HIPAA is 30 days from time of patient 
request
• How much data you have to provide is often 

dictated by states

• Information blocking does not designate a 
timeline – it just says no unreasonable delay
• Does not designate  a time for how far back you 

must go but if you have the records you must 
supply them.



HIPAA Proposed Rule Key 
Proposals



Patient Access – Definition: EHR

• OCR is proposing to define this to say: 
an electronic record of health-related information on an individual that is 
created, gathered, managed, and consulted by authorized health care clinicians 
and staff. Such clinicians shall include, but are not limited to, health care 
providers that have a direct treatment relationship with individuals, as defined 
at § 164.501, such as physicians, nurses, pharmacists, and other allied health 
professionals. For purposes of this paragraph, ‘‘health-related information on 
an individual’’ covers the same scope of information as the term ‘‘individually 
identifiable health information’’ as defined at § 160.103. 



Patient Access – Definition:
“Authorized Health Care Clinicians and Staff”
• OCR proposes that it include, at least: 

covered health care providers who are able to access, modify, transmit, or 
otherwise use or disclose PHI in an EHR, and who have direct treatment 
relationships with individuals; and their workforce members (as workforce is 
defined at 45 CFR 160.103) who support the provision of such treatment by 
virtue of their qualifications or job role.

• This definition is different from the definition in the ONC Information 
Blocking Rule



Patient Access – Definition: “Personal Health 
Application”

• OCR proposes to define for “Personal health application” as the 
following: 

An electronic application used by an individual to access health information about that 
individual in an electronic form, which can be drawn from multiple sources, provided that 
such information is managed, shared, and controlled by or primarily for the individual and 
not by or primarily for a covered entity or another party such as the application developer



Patient Access - API Provisions

Registration: Requires that covered entities (CEs) allow every app that 
wants to register with an API to provide access for an individual 
assuming this is practical for the CE and barring any security concerns. 

Denying Apps: Any CE or business associate that makes a secure, 
standards-based API available cannot deny the app registration 
because that would be denying individual access. All apps must be 
allowed to register barring security concern.

Readily Producible: If a CE has implemented a secure, standards-based API 
like the one required under the Cures Act, OCR considers ePHI to be 
readily producible in that form and format and that this is the manner in 
which the ePHI is transmitted. 

In other words, API would = readily producible





Other Key Patient Access Provisions 
• Timeline: Provides patients access to their records within 15 business 

days rather than 30

• New Access Pathway: Allows patients to direct their PHI in an EHR to 
third parties including other providers creating a second pathway for 
patients to obtain their data under the right of access authority, in 
addition to one available under treatment, payment & healthcare 
operations (TPO). 

• NPP: Removes the requirements for a CE to obtain a written 
acknowledgment of receipt of the NPP and to remove the current 
requirement to retain copies of such documentation

• Fees: Changes the fee structure for accessing PHI



Other Proposed Policies 

• Identification: Prohibits unreasonable patient identity verification 
requirements
• Example: If a CE has implemented a secure, standards-based API like the one 

required under the Cures Act, OCR considers ePHI to be readily producible in 
that form and format and that this is the manner in which the ePHI is 
transmitted. 

• Judgement Standard: Replaces “the exercise of professional 
judgement” standard with a standard based on “good faith belief” 
concerning an individual’s interests 



• Powered by CHIME, InfoBlockingCenter.org is a new resource center 
partnership

• Focused on educating provider focused organizations on how best to 
prepare for the April 5, 2021 information blocking applicability date

• Center launched on Feb. 5, 2021 – two months before the 
applicability date delayed by ONC in Nov., 2020
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Additional Resources

CHIME Resources

• ONC/CMS Timelines Chart

• CHIME Info Blocking Exceptions Toolkit

• Info Blocking Exceptions Companion Guide

• ONC Rule Definitions Cheat Sheet

• Cheat Sheet on HIPAA Proposed Rule

Government Resources
• Info Blocking FAQs
• Info Blocking Fact Sheets
• USCDI Overview
• HITECH Act - 2009
• HIPAA Regulatory Text – 2013 
• 21st Century Cures Act – 2016
• Info Blocking Final Rule – 2020
• HIPAA Proposed Rule - 2021
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Have Questions?

Reach out to us at policy@chimecentral.org
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