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November 05, 2021

Secretary Xavier Becerra 
The U.S. Department of Health and Human Services 
Hubert H. Humphrey Building 
200 Independence Avenue, S.W. 
Washington, DC 20201 
 
 

Dear Secretary Becerra: 
 
The College of Healthcare Information Management Executives (CHIME) is grateful for the 
opportunity to assist in shaping the future roadmap for the U.S. Department of Health and Human 
Services (HHS). The 2022-2026 HHS Strategic Plan outlines a bold vision taking into 
consideration the events of the last two years. The COVID-19 Pandemic has shown that the 
nation’s health system is largely unequipped in the long-term to cope with and manage large scale 
public health emergencies. While we commend HHS on the incredible work the agency has 
accomplished over the last two years, it is clear the dedicated civil servants need help. This plan 
outlines several key initiatives to grow and expand HHS to meet the challenges and capitalize on 
the opportunities in front of the agency.  
 
As an executive organization comprised of chief information officers (CIOs), chief medical 
information officers (CMIOs), chief nursing information officers (CNIOs) and other senior 
healthcare IT leaders, we truly understand the value of this critical technology since our members 
have been the ones responsible for overseeing its implementation and its use by clinicians. Our 
mission is, “To advance and serve healthcare leaders and the industry improving health and care 
globally through the utilization of knowledge and technology.”   
 
Below you can find specific comments from CHIME related to the goals and objectives of the strategic 
plan itself. Broadly, CHIME continues to advocate for HHS to reduce reporting burden on 
providers, prioritize the open flow of health data with patients in the driver seat, improve patient 
safety through the advancement of a unique patient identification solution, and continue placing 
privacy and cybersecurity at the center of all discussions related to health data exchange and 
interoperability. Comments on specific sections of the strategic plan continue below.  
 
Goal 1 Obj. 1.2 
• Expand approaches to safely exchange health information between patients, providers, and payers 

o Enable individuals to access their health information by ensuring they can view and interact 
with their data via secure mobile apps, patient portals, and other technologies 

o Promote interoperability and data sharing through consensus-based, widely-accepted 
standards to ensure health information, including social determinants of health information, 
is available for patient care across healthcare settings, public health, research, and 
emergency and disaster preparedness, response, and recovery. 
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Comments: CHIME continues to be on the forefront of interoperability advocacy. CHIME’s membership 
in the c-suite are the leaders and visionaries within a provider facility tasked with not only implementing 
and executing on federal requirements related to increasing interoperability, but also innovating in this 
area. Over the past four years CHIME has been one of the most active provider focused association 
groups when it comes to educating and executing on information blocking and the interoperability 
concepts that surround the initiative. As HHS continues to look at the next steps on the post information 
blocking pathway, CHIME asks the agency to ensure the following is included as part of its planning 
execution of Goal 1 Obj. 1.2:  

• CHIME continues to fully support the ability for a patient to control the exchange and use of their 
data and believes the data belongs to the patient. However, it is crucial that a patient – and 
provider – are protected when it comes to data privacy and disclosure. Third-party health 
applications continue to be a main focus of the interoperability discussion and CHIME believes 
they can play a role in putting patients in the driver seat. Unfortunately, the app world remains 
largely unregulated with few safeguards in place to ensure a patient’s data is protected and that 
the apps themselves are secure.  
 
The National Institutes of Health (NIH) in a 2019 study determined that health data continues to 
remain “remarkably vulnerable to hacking1,” a continuation of a trend that dates back to at least 
2014 when Reuters reported that “Your medical record is worth more to hackers than your credit 
card2.” In a sign of just how quickly the cybersecurity landscape has escalated, both of these 
publications are already out of date, with cybersecurity breaches and ransomware attacks 
escalating every year. Perhaps more critically relevant to today, is the research as part of an 
Approov FHIR API white paper that saw 60% of tested FHIR APIs and applications allow access 
to other users’ data, even when that access was unauthorized3. These APIs are part of the 21st 
Century Cures Act mandates that are set to take affect at the end of 2022 and now are part of 
critical security questions. 
 
In a CHIME/AEHIS survey of its membership, 67% of respondents indicated they had a security 
incident in the last 12 months4. For most of those surveyed, those privacy violations are required 
to be disclosed under the HIPAA Law. For the third-party apps though, the reporting and 
accountability landscape is murkier. It was not until 2021 that the Federal Trade Commission 
(FTC) clarified5 their health breach notification rule to ensure that third-party applications were 
covered and even then, there is not a clear plan in place for how to hold those applications 
accountable for not guarding patient data securely.  
 
With this in mind, it is crucial for HHS to work with all relevant agencies including the Office of 
the National Coordinator for Health Information Technology (ONC), U.S. Centers for Medicare & 
Medicaid Services (CMS), HHS Office for Civil Rights (OCR), the Food and Drug Administration 
(FDA), FTC, and all other relevant agencies to prioritize how to secure both the provider 
application programming interfaces (APIs) and the third-party applications themselves to ensure 
this data is protected as we work to increase the use of applications, portals and other non-
traditional electronic health record (EHR) technologies. 

 
1 https://pubmed.ncbi.nlm.nih.gov/30741199/  
2 https://www.reuters.com/article/us-cybersecurity-hospitals/your-medical-record-is-worth-more-to-hackers-
than-your-credit-card-idUSKCN0HJ21I20140924  
3 https://approov.io/for/playing-with-fhir/  
4 https://chimecentral.org/wp-content/uploads/2021/10/2021-CHIME-AEHIS-Cyber-Survey-1.pdf  
5 https://www.ftc.gov/news-events/press-releases/2021/09/ftc-warns-health-apps-connected-device-
companies-comply-health  
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• As HHS continues to strengthen and expand the data standardization advancement process 
within healthcare, CHIME encourages the agency to work with the Office of Management and 
Budget (OMB) to update the social determinants of health (SDOH) and sexual orientation and 
gender identity (SOGI) data standards to mirror the real world in which patients and providers 
exist. As it stands today, the OMB standards related to SDOH and SOGI data lack the 
granularity needed to draw meaningful public health conclusions as it relates to gender and 
SDOH6. HHS must work with OMB to revise these standards or providers are faced with a world 
where state-based requirements for this data are more granular than the federal ones, further 
complicating and already confusing standards reporting process.  

 
As HHS works with the relevant partner agencies to update the data standards themselves, 
CHIME urges HHS to prioritize determining what minimum set of standardized data is required 
as apart of data exchange to ensure a 99.9% match rate. It is crucial to ensure patients are not 
mismatched as the health system is pushed towards an active data exchange landscape. The 
ECRI institute named patient matching in the EHR as one of its top-10 safety concerns in 20207 
and the problem is an increasingly frustrating one as it is so easily fixed. While section 510 of 
the Labor-HHS Appropriations Bill prohibits HHS from establishing a unique patient identification 
standard, an effort to improve patient matching through a minimum set of exchanged 
standardized data that allows for improved patient matching is not an individual unique identifier 
and seems permissible. By creating a base set of standards to match patients, it ensures HHS 
is putting forward and adopting standards that are useful, unique and safe in the real world that 
helps make providers jobs easier and increases patient safety.  
 

• Finally, we would be remiss without mentioning our ongoing concerns about the lack of 
interoperability across the care continuum.  This issue remains a challenge particularly in light of 
the fact that the long-term post-acute care subsector was ineligible for EHR incentives. What 
can be done, however within HHS’ authority is to focus greater attention on standardizing the 
data elements that are needed around care handoffs during transitions of care. 

 
Goal 1 Obj. 1.3 
• Understand barriers to access and the impacts of social determinants of health to develop 

evidence-based community-based healthcare service delivery models     
o Support research on telehealth to answer questions related to how it affects access to the 

care and the quality and cost of care, including for underserved populations. 
 
Comments: It is crucial that telehealth remain a care modality that is accessible by patients nationwide. 
The COVID-19 pandemic showed the nation that telehealth was possible and that it could be delivered 
safely and effectively. The flexibilities provided by HHS and CMS at the beginning of the COVID-19 
pandemic gave telehealth the opportunity to demonstrate it can be sustainable in real world use. 
Telehealth has been so successful, McKinsey estimated in a July 2021 article that utilization was 38-
times higher than it was pre-pandemic8. With that in-mind, it is crucial for HHS and CMS to extend the 
flexibilities allowing patient’s access to telehealth in perpetuity – especially in the absence of action 
from Congress. It is also crucial for HHS to ensure that all care settings that reasonably should have 

 
6 https://www.qualityhealth.org/bree/wp-content/uploads/sites/8/2021/05/FHCQ-Bree-SDoH-Equity-Final.pdf  
7 https://www.fiercehealthcare.com/practices/top-10-patient-safety-concerns-ecri-s-2020-list-what-s-number-
one  
8 https://www.mckinsey.com/industries/healthcare-systems-and-services/our-insights/telehealth-a-quarter-
trillion-dollar-post-covid-19-reality  
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the ability to provide telehealth are included in the work done to expand access and availability of 
telehealth services.  
 
With HHS focused on expanding access to telehealth, the agency should also prioritize assisting in the 
expansion of the infrastructure needed for patients to access telehealth and providers to deliver it. The 
Federal Communications Commission (FCC) has made strides in expanding the available funding 
necessary to stand-up and support telehealth, but HHS should use its research to help push the agency 
further in developing and advancing plans for permanent fixes to broadband access problems 
nationwide. It is not just the rural aeras of the nation who struggle to find the dependable and reliable 
high-speed broadband needed to support the utilization of telehealth, as those in urban areas may also 
struggle to find reliable internet. We urge HHS to ensure that access to broadband is included as part of 
its larger telehealth research activity. These findings should be shared across multiple agencies and 
hopefully spur cross-agency collaboration to fix the broadband access issues that have plagued the 
nation for many years.  
 
Goal 1 Obj. 1.4 
• Connect physical health and behavioral health communities to enhance the ability to serve those in 

need of integrated health services by exchanging data, information, and resources 
o Identify opportunities to expand linkage and use of electronic health records and other 

related data to identify unmet needs and help improve access, equity, quality, and value. 
 
Comment: The EHR has changed the way health data is ferried throughout the health system and 
opened new possibilities for physicians to have data where they need it and when they need it to 
effectively treat patients. With the federal programs related to EHR adoption and use have come a new 
era of federal reporting requirements and burden placed upon providers across the healthcare 
community. CHIME continues to support the development, expansion and use of the EHR throughout 
the medical community, but recognize it is also time for HHS, the provider community and the 
developer sector to take a hard look at just what the EHR is getting right and what it is getting wrong. At 
this point most anyone involved in health IT is familiar with the Kaiser Health News/Fortune article 
Death by a Thousand Clicks9. Despite widespread familiarity with the contents of the article and 
advancement in the technology since its initial publication, it is important to remember the key statistic 
that on average 5.9-hours out of a physician’s 11.4-hour workday is spent in front of the computer. With 
that in mind, it is crucial for HHS to ensure that any efforts to expand linkage and use of EHRs are done 
with the idea of burden reduction at the forefront of the conversation.  
 
That is why CHIME is urging HHS to prioritize reviewing, eliminating, and updating any duplicative 
EHR, interoperability and data reporting requirements before creating and implementing new or 
additional programs. HHS – and more specifically CMS – have already engaged in some of these 
activities, such as ensuring duplicative breach reporting and public health reporting is not required by 
multiple agencies. This year CMS updated the promoting interoperability program eliminating some of 
the information blocking attestation statements considering the now effective information blocking 
regulations. CHIME applauds these efforts and encourages HHS to continue down this pathway to 
make a more agile reporting environment that focuses on improving patient outcomes and 
interoperability instead of adding box checking activities. 
 
Similarly, it is important for HHS to examine requirements on portal usage and exchange of data 
standards in all settings, as some – such as many long-term care settings – do not have the same 
standards requirements as other Medicare settings. By ensuring the standards for data exchange and 
portal usage are the same across the whole care continuum, burden can be removed from providers 

 
9 https://khn.org/news/death-by-a-thousand-clicks/  
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having to learn multiple standards and from vendors/developers from having to develop them. Bringing 
further alignment across the health IT continuum only makes all of healthcare stronger and easier to 
navigate. 
 
Additionally, CHIME encourages HHS to build upon the programs that are already in place to meet 
many of the goals of expanding access, exchange and use of electronic health information (EHI). The 
information blocking rules have many opportunities for fine tuning and adjustment to further encourage 
data sharing. That is also true for the 21st Century Cures Act information blocking companion provision 
on establishing a trusted exchange framework and common agreement (TEFCA) which presents 
unique opportunities to improve interoperability nationwide. While these already in place programs are 
ripe for use, CHIME continues to encourage HHS to withhold making these programs required until 
they can be implemented and studied. This way HHS can ensure required programs accomplish the 
goals of increasing data exchange as opposed to just increasing reporting burden.  
 
Goal 1 Obj. 1.5 
• Develop and promote opportunities to learn and use new skills to improve the delivery of quality 

services and care 
o Develop and share approaches for providers to deliver telehealth services across state 

lines, within federal and state parameters. 
 
Comment: CHIME enthusiastically supports all activities from HHS that would expand and eventually 
eliminate the overly restrictive state licensure requirements that block patients from accessing 
telehealth services from providers in other states. The relaxation of these cross-state licensure 
requirements has drastically expanded the ability for patients to access specialty care either not 
available in their area or care that presents unique travel challenges. In some of the most hard-hit areas 
of the nation where comorbidities are the highest, Indigenous Lands, cross-state telehealth has made it 
easier than ever for primary care physicians and specialists – such as those specializing in substance 
use disorder treatment – to reach patients. The ability to offer cross-state license relaxation for 
telehealth benefits millions of patients on indigenous lands that lay across multiple states and those 
living in state border cities. In a Time article10 from August 2021 highlighting the fight over cross state 
telehealth, John’s Hopkins Medicine stated it had “to notify more than 1,000 Virginia patients that their 
telehealth appointments were ‘no longer feasible’” after Virginia’s emergency orders expired.” The 
article went on to discuss how 10% of the 330,000 unique telehealth patient visits since the beginning 
of the pandemic were from out-of-state patients. It is crucial for HHS to prioritize working to determine a 
permanent telehealth solution focused on maximizing the ability for patients to access care on their 
terms with as few roadblocks as possible. If telehealth is to have long-term sustainability as a care 
modality, it is crucial that ease of use is prioritized for both patients and providers.  
 
Goal 2 Obj 2.1 
• Apply lessons learned from the use and application of technology, data, and research to improve 

preparedness and health and human services outcomes during emergencies and disasters 
o Invest in modernizing information technology infrastructure to foster data sharing and 

interoperability across systems in coordination with partners to ensure data insights are 
representative, actionable, and readily available to decisionmakers and researchers before, 
during, and after an emergency or disaster to inform preparedness, response, and 
forecasting. 

 
Comment: Throughout the course of the COVID-19 pandemic CHIME has been intimately involved in 
discussions with both the U.S. Centers for Disease Control (CDC) and ONC on data collection and 

 
10 https://time.com/6092635/telehealth-state-lines-licensing/  
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reporting initiatives. Prior to creating new initiatives and working to create the public health data system 
the nation needs; HHS needs to make it clear which agency has the primary responsibility for public 
health data reporting and which agency is primarily responsible for setting the standards related to that 
reporting. As it stands today there remains an incredible amount of complexity related to who providers 
must report to and who they should look to for guidance on how to report. Not only is there confusion 
surrounding what is the lead agency on these initiatives, but there is confusion between the agencies 
themselves as it relates to federal mandates and how they impact each other. For instance, earlier this 
year while meeting with the CDC there was significant confusion related to eCase Reporting, the CDC 
ECR Now tool and eCR requirements contained within the CMS promoting interoperability program. 
This confusion breeds a lack of faith within the private sector and often leads to some actors being non-
compliant with mandates simply because they struggle to understand them and do not know which 
agency to turn to. 
 
To build on the need to clarify the lead agency responsible for this public health data system reporting 
structure, CHIME encourages HHS to use the ONC United States Core Data for Interoperability Plus 
(USCDI+)11 initiative to develop, advance and implement new data reporting standards for health IT. As 
more health IT standards are developed and implemented, it’s crucial for HHS to maintain one trusted 
voice for health IT standards and ONC has positioned itself to be that voice. By working through the 
already established USCDI process, HHS can ensure all new data standards used to support public 
health data collection and exchange are implemented in a timely and effective manner. Providers and 
developers alike are familiar with the already implemented USCDI process and the newly announced 
USCDI+ initiative purports to be another effective avenue for HHS to develop data standards to 
advance interoperability.   
 
Goal 4 Obj 4.3 
• Modernize surveillance systems for timeliness, accuracy, and analytic reporting 

o Accelerate the development and implementation of technological solutions, tools, and 
approaches to optimize information, knowledge, and data management, standardization, 
and quality, while ensuring the protection of personally identifiable information and other 
privacy concerns and minimizing threats to information security. 

o Develop and introduce data standards for geographic information within the notifiable 
diseases reporting system to scales that are meaningful for assessment of socio-ecologic 
factors. 

o Promote completeness and accuracy of race and ethnicity variables and other population 
characteristics—including age, disability status, geographic area, socioeconomic status, 
national origin (including primary language), and sex, sexual orientation, gender identity, 
and pregnancy—in laboratory data and data submitted for surveillance purposes in order to 
better explain the burden of disease and health conditions in diverse populations. 

o Partner across HHS agencies to utilize nationally collected data to create customized 
surveillance reports to address the incidence of infectious disease in underserved 
populations. 

 
Comment: As previously stated, all conversations related to the accurate collection and analysis of 
SDOH and SOGI data must begin with an update to the OMB mandated data elements and fields. 
Without an update to these fields and data elements the federal government requirements will be out-
of-sync and less complete than those mandated by individual states. This will cause a duplication of 
reporting for providers and an increase in burden based on the reporting itself. 
 

 
11 https://www.healthit.gov/topic/interoperability/uscdi-plus  
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Early in 2021 CHIME underwent a process of collecting multiple stories from providers during the early 
days of the COVID-19 vaccination program. These stories were collected on a nationwide basis, and all 
contained the same theme, the inability to match patients to vaccinations significantly limited each 
facility’s ability to request and administer additional doses of the COVID-19 vaccination. Being able to 
uniquely identify patients on a consistent basis would have solved many – if not all – of these issues. If 
HHS is to undergo a significant revitalization of its surveillance systems with a focus on accuracy, it 
needs to place a significant focus on how it is going to ensure the data it is capturing is unique and, as 
with the COVID-19 vaccination example above, the easiest way to do that is to have a unique patient 
identification solution. In 2020 CHIME wrote12 to ONC and outlined how many of the unique patient 
identification challenges could be accomplished by HHS even if the funding ban remains in-place. Many 
of these suggested solutions focus on standards and a collection of specific data fields as a baseline 
minimum set, work that would go together with the work you have outlined in Goal 4 Obj. 4.3. We urge 
HHS to prioritize finding a patient matching and identification solution, such as the one outlined by the 
Patient ID Now coalition13. Without a robust patient matching solution there will be no way to truly trust 
any surveillance data as unique, potentially making public health officials’ jobs much harder now and in 
the future.   
 
Goal 4 Obj 4.4 
• Establish a department-wide approach to improve data collection, close data gaps, transform data, 

and share data for better HHS analysis and evaluation 
o Fully implement Section 4302 of the Affordable Care Act to ensure that all HHS national 

data collection efforts and surveys collect information germane to social determinants of 
health, including data on race, ethnicity, primary language, disability status, sex, sexual 
orientation, gender identity, and pregnancy. 

o Identify and address data gaps, including surveillance systems, surveys, and other data 
collection methodologies, that limit the ability to fully examine and assess social 
determinants of health, outcomes, and conditions of populations served by the Department’s 
health, public health or human services programs or services. 

o Design common data elements and taxonomies across the Department to consistently 
categorize data and information, improve data integrity, and ensure trust in data. 

o Invest in and promote intra-agency data sharing, including data linkages, interoperability of 
data, and data harmonization and standardization to leverage data, metrics, and information 
to improve analysis and evaluation of the Department programs. 

o Broaden the use of artificial intelligence, machine learning, predictive modeling, and other 
new technologies to harness the power of integrated data that can lead to improved health, 
public health, and human service outcomes. 

o Encourage data sharing across the Department to support the research and development of 
artificial intelligence solutions that can lead to improved public health outcomes. 

• Foster collaborations to broadly expand data access and sharing to create more opportunities to 
use HHS data to increase knowledge of health, public health, and human service outcomes  

o Increase data interoperability between federal partners, states, tribes and territorial partners, 
non-profit organizations, and health information exchange networks to facilitate shared 
understanding, application, and utility. 

o Expand data sharing with state and local health departments, healthcare provider groups, 
clinical and patient care agencies, consortia developing regional health information 
exchanges, safety net providers, and other community-based organizations. 

 
12 https://chimecentral.org/wp-content/uploads/2020/09/Letter-to-ONC-on-UPI-FINAL-1.pdf  
13 https://catalog.ahima.org/view/251156390/?_ga=2.31986550.971840634.1635790544-
1735133482.1634906458  
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o Facilitate data sharing and access to HHS publicly available data by developing public 
facing platforms and repositories, and to maximize their value ensure they are easy to find, 
user-friendly, and in machine- readable format. 

 
Comment: As previously stated, it is crucial for HHS to ensure that any and all data collection and 
standardization efforts do not increase duplicity and thus burden on the provider community. 
Additionally, also stated above, the ability to accurately identify and match patients across the 
healthcare spectrum is a core principle crucial to the success of any data reporting and collection 
program.  
 
More specifically related to agency collaboration across the federal government and HHS specifically, 
there is a gap related to knowledge sharing and communication of cybersecurity threats and mitigation 
tactics. There are at least five different federal agencies that a provider must interact with if it is a victim 
of a cyberattack and many of those agencies have non-congruent information and mitigation tactics. 
Additionally, many agencies who are the ones that specialize in healthcare cybersecurity mitigation are 
left out of the conversation entirely. As we continue to move deeper into a world that features relentless 
cyber intrusions, government agencies must be on the same page as it relates how to fight back and 
defend against these cyber criminals. That is why CHIME urges HHS to determine a central point of 
contact within HHS’ many agencies that can serve as an advocate for healthcare in broader 
cybersecurity conversations. Additionally, creating a single point of contact for those who have fallen 
victim to these attacks will help victims left helpless find a way out of an attack. Finally, this single point 
of contact will also make it easier to share threat intelligence with the healthcare community and create 
a de facto early warning system that can notify vulnerable healthcare facilities, as well as partner 
federal agencies, in the event of a widespread rapid attack.  
 
HHS has outlined an aggressive plan for how it plans to reshape the agency in the wake of the COVID-
19 pandemic. CHIME and its membership are proud to assist HHS in this activity and looks forward to 
being a continued close partner with HHS. Should you have any questions about our positions, or if 
more information is needed, please contact Andrew Tomlinson, Director of Federal Affairs, at 
atomlinson@chimecentral.org.  
 
Sincerely, 
  

 
  

Russell P. Branzell, CHCIO, LCHIME 
President and CEO CHIME 
 

John Kravitz 
Chair, CHIME Board of Trustees 
CIO, Geisinger 

 
 

 


