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Dear Commissioner Califf: 
 
The College of Healthcare Information Management Executives (CHIME) and the Association for Executives in 
Healthcare Information Security (AEHIS) are pleased to submit comments on the Food and Drug 
Administration’s (FDA/the Agency) draft guidance published April 8, 2022, Cybersecurity in Medical Devices: 
Quality System Considerations and Content of Premarket Submissions. We strongly support the several policy 
proposals and plans the agency is advancing, including the policies contained within this draft guidance, which 
take into account the serious threats to patient safety stemming from cybersecurity threats to medical devices. 
 
CHIME is an executive organization dedicated to serving chief information officers (CIOs) and other senior 

healthcare IT leaders. Consisting of more than 2,900 members in 60 countries, our members are responsible 

for the selection and implementation of clinical and business technology systems that are facilitating healthcare 

transformation. Launched by CHIME in 2014, AEHIS represents more than 950 healthcare security leaders 

and provides education and networking for senior IT security leaders in healthcare. CHIME and AEHIS 

members are among the nation’s foremost health IT experts, including on the topics of cybersecurity, privacy 

and the security of patient and provider data and devices connecting to their networks. 

Recommendations 

CHIME and AEHIS appreciate the FDA’s ongoing focus on medical device cybersecurity in reissuing this 

critical draft guidance. We applaud the Agency for recognizing that medical devices are part of an ecosystem, 

stating in part, that: “Increased connectivity has resulted in individual devices operating as single elements of 

larger medical device systems. These systems can include health care facility networks, other devices, and 

software update servers, among other interconnected components.”  

Additionally, we appreciate that the Agency recognizes that because of the lack of “adequate cybersecurity 

considerations across all aspects of these systems, a cybersecurity threat can compromise the safety and/or 

effectiveness of a device by compromising the functionality of any asset in the system. As a result, ensuring 

device safety and effectiveness includes adequate device cybersecurity, as well as its security as part of the 

larger system.” This guidance represents a strong step toward enhanced cybersecurity preparedness and 

ensuring that “medical device security is a shared responsibility among stakeholders.” Our members are 

committed to cybersecurity best practices and take their responsibility to protect not only the privacy and 

security of patient data and devices networked to their system – but critically – their patient’s overall safety and 

well-being.   
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CHIME and AEHIS have continued to engage with the FDA, raising a multitude of concerns over the past 

several years, and are especially pleased to see such a strong focus on patient safety in this draft guidance – 

specifically noting that “cyberattacks and exploits may lead to patient harm as a result of clinical hazards, such 

as delay in diagnoses and/or treatment.” We appreciate that the FDA has recognized that patient safety should 

always be a major consideration in medical device cybersecurity. Additionally, our members believe that from 

an ecosystem standpoint, patient safety does not necessarily represent a single patient. Rather, the FDA 

should make it incumbent upon device manufacturers to prioritize and publicize cybersecurity during product 

development, which will, in turn, strengthen the ability of providers to provide privacy and security. CHIME and 

AEHIS thank the FDA for the opportunity to share our input and recommendations regarding how the Agency 

can continue to enhance their oversight throughout the total product life cycle (TPLC) of medical devices and 

improve patient safety.  

Scope 

We support the FDA’s approach in defining the “scope” of this guidance document – specifically, that it is 

“applicable to devices that contain software (including firmware) or programmable logic, as well as software as 

a medical device (SaMD).” Additionally, we appreciate that the Agency has ensured that this guidance “is not 

limited to devices that are network-enabled or contain other connected capabilities.”  

CHIME and AEHIS strongly support that the FDA has specified that “the term ‘medical device system’ includes 

the device and systems such as health care facility networks, other devices, and software update servers to 

which it is connected.” In previous comment letters, we have stated that “medical devices are part of an 

ecosystem”; and appreciate that the Agency has recognized this fact. However, our members continue to have 

concerns regarding medical devices that their patients have either: 1) purchased themselves; and/or 2) have 

been surgically implanted in the patient by another healthcare provider.  

Of particular concern is that many of these devices are outsourced to third parties by the provider for service 

and maintenance and do not have Health Insurance Portability and Accountability Act (HIPAA) Business 

Associate Agreements (BAAs) with those outsourcers; furthermore, providers must work with these devices 

when a patient is in their facility. As a result of technological advances in medicine and biomedical engineering, 

remote monitoring of cardiac implantable electronic devices (CIEDs), including subset devices such as 

implantable cardioverter-defibrillators (ICDs), has become routine practice. Inherent risks in cybersecurity 

lapses and possible attacks are inherent with these scientific advances and the increased reliance on the 

Internet of Things (IoT).  

According to a recent journal article from the Elsevier Public Health Emergency Collection, the “CIED universe 

comprises a complex interplay of devices, connectivity protocols, and sensitive information flow between the 

devices and the central cloud server. Various manufacturers use proprietary software and black-box 

connectivity protocols that are susceptible to hacking1.” CIEDs are, per se, complex in that they have “major 

loopholes” which can be exploited (i.e., intruders can gain unauthorized access). Serious potential 

ramifications of unauthorized access to any medical device include, but are not limited to, “data theft, device 

hijacking, or incorrect algorithm injections that result in inappropriate triggering or inhibition of therapies that 

would affect patient safety.” During implantation and follow-up care involving ICDs and CIEDs, if the healthcare 

facility the patient arrives at for treatment does not use the same program as their associated devices and 

programs, they are left attempting to mitigate both privacy and security concerns. Medical devices are “an 

intent away from being exploited”; based on the opportunity, intent and expertise of the bad actor 

(cyberattack/hacker), multiple attack scenarios can and have been executed. As the aforementioned report 

notes, the “issue at hand is not that of technically difficulty but of social hacking.” Furthermore, there have 

already been documented cases with considerable delays between the time a device manufacturer discovered 

a vulnerability, notified providers, and most notably – the time it took for corrective measures to be taken. One 

 
1 Das, S., Siroky, G. P., Lee, S., Mehta, D., & Suri, R. (2021). Cybersecurity: The need for data and patient safety with cardiac 

implantable electronic devices. Heart rhythm, 18(3), 473–481. https://doi.org/10.1016/j.hrthm.2020.10.009 
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such case2 specifically involved CIEDs and took the device manufacturer one and a half years (1.5) from the 

discovery of the vulnerability to the corrective measure being taken (i.e., the manufacturer issued via a 

software patch). Given the significant potential patient health and safety ramifications during such a prolonged 

period, device makers should be required to include notification and resolution processes which include 

estimated timeframes in their premarket submissions. CHIME and AEHIS strongly believe that a strict time limit 

on releasing and completing final mitigation must be implemented for medical device manufacturers to focus 

on patient safety. 

Furthermore, a “temporary” workaround is not an acceptable solution – there are patients at the end of these 

medical devices. In addition to the above, we strongly recommend that the Agency consider – at a bare 

minimum – providing an interim mitigation process and/or processes. These mitigation processes should be 

offered exclusively in order to reduce the risk to patients; they may be offered to healthcare delivery 

organizations and end-users as a technical fix (e.g., technology), a new process, and/or an alternative way of 

using the device. While every healthcare delivery organization must determine their own risk – the device 

manufacturer must 1) clearly elucidate the potential risks and failures if someone continues to use the device 

“as is”; and 2) clearly communicate the potential risks and failures that any “interim mitigation process” may 

create and/or introduce, including to the patient and any ecosystem the medical device may be connected to. 

We believe that the FDA should take these types of devices and scenarios into consideration in issuing the 

final guidance – especially those that are with a patient throughout the health care continuum – and issue 

further clarification for medical device manufacturers and providers.  It is also worth noting, that although 

HIPAA is outside the jurisdiction of the FDA, providers continue to struggle to get some device manufacturers 

to sign BAAs even when they have purchased the device from the manufacturer. In some cases, the 

manufacturer: a) is collecting data from the device; and/or b) has access to the device and data stored on it as 

part of its service agreement. Maintaining an accurate asset inventory continues to be a challenge even the 

better-resourced providers and these types of scenarios contribute to the complexity.  Additional information 

and clarity would be helpful in assisting providers to, at a minimum, be aware of which devices are in their 

inventory, and which devices will require additional resources. Furthermore, it will ease the strain on our 

members’ resources that are already tasked with medical device governance. We recommend: 1) if device 

manufacturers are handling patient’s protected health information (PHI) and/or electronic health information 

(EHI), the FDA should remind device manufacturers of their HIPAA responsibilities; and 2) third party medical 

device outsource service providers should also be required to meet HIPAA BAA requirements.  

Under the broad jurisdiction of the entire Department of Health and Human Services (HHS), the FDA should 

work with the Office for Civil Rights (OCR) to clarify outstanding issues and concerns with medical device 

manufacturers and their representatives under the HIPAA Privacy Rule3. The current OCR “FAQ 490 - When 

may a provider disclose protected health information to a medical device company” states that: “A covered 

provider may disclose protected health information to a medical device manufacturer that is subject to FDA 

jurisdiction to report an adverse event, to track an FDA-regulated product, or other purposes related to the 

quality, safety, or effectiveness of the FDA-regulated product. (This would be a public health disclosure and 

subject to minimum necessary standards.)” The same FAQ also states that: “a business associate agreement 

would be required if a covered entity asked the medical device company to provide an estimate of the cost 

savings it might expect from the use of a particular medical device; and to do so, the device company needed 

access to the covered entity’s protected health information. In this case, the medical device company is 

performing a health care operations function (business planning and development) on behalf of the covered 

provider, which requires a business associate agreement even though the disclosure is permitted without an 

authorization. Healthcare delivery organizations are not provided with, nor can they expect a medical device 

company to estimate the total costs of a cybersecurity attack related to a device – despite the fact that any 

cybersecurity vulnerability may cost them millions of dollars and reputational damages. Specifically, health 

care delivery organizations are concerned that when medical device manufacturers (e.g., their representatives) 

 
2 CFx Longevity Estimator Software Error | Medtronic CRHF Product Performance eSource 
3 45 CFR Part 160 and Subparts A and E of Part 164. HIPAA Administrative Simplification Regulations 45 CFR 160, 162, and 164. 

https://www.hhs.gov/hipaa/for-professionals/faq/490/when-may-a-covered-health-care-provider-disclose-protected-health-information-without-authorization/index.html
http://wwwp.medtronic.com/productperformance/document.html;JSESSIONID_productperformance=crBhdVvKmRTSTLVLJKNyQzLy7YhrphXFQKvR4dh5GWK9snm3r1vH!-913041215!-750005280?id=1200050
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-160?toc=1
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164
https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/combined-regulation-text/index.html
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are physically present in the organization – particularly in operating rooms (ORs) – a business associate 

agreement (BAA) should be required. Without a BAA between device manufacturers and healthcare delivery 

organizations, any subsequent vulnerabilities related to cybersecurity ultimately fall solely on the provider as 

the covered entity (CE). We respectfully request that the FDA work with OCR so that in these specific 

scenarios/situations, device manufacturers are considered to be performing “health care operations 

function on behalf of the covered provider” – and therefore, should be required to meet HIPAA BAA 

requirements.  

Secure Product Development Framework (SPDF) 

Our members generally support the FDA’s approach to establishing a “Secure Product Development 

Framework” (SPDF), and agree that it should encompass a device’s TPLC, “including development, release, 

support, and decommission.” As the Agency acknowledges, an SPDF “is a set of processes that help reduce 

the number of and the severity of vulnerabilities in products” – which we agree is essential for device 

manufacturers to include in premarket submissions. We believe that a complete SPDF must be integrated with 

existing processes for product and software development, risk management, and the quality system at large. 

Additionally, the FDA states that “using SPDF processes during device design may prevent the need to re-

engineer the device when connectivity-based features are added after marketing and distribution, or when 

vulnerabilities resulting in uncontrolled risks are discovered.” While we broadly agree, in order to achieve this 

assertion – additional information must be included – preferably within the device’s comprehensive security 

risk management process or the Software Bill of Materials (SBOM). Currently, the draft guidance recommends, 

at a minimum, tracking the following measures and metrics: “Percentage of identified vulnerabilities that are 

updated or patched (defect density); Time from vulnerability identification to when it is updated or patched; 

[and]; Time from when an update or patch is available to complete implementation in devices deployed in the 

field.” 

We appreciate that the FDA is focused on “selecting appropriate measures and metrics” and agree that there 

should be minimum requirements to ensure that device design appropriately addresses cybersecurity in 

compliance with Quality System Regulation (QSR). Unfortunately, the draft guidance falls short of providing a 

SPDF process that would achieve the above stated intent. If, as the FDA states, “the benefit of following an 

SPDF is that a device is more likely to be secure by design, such that the device is designed from the outset to 

be secure within its system and/or network of use” is to be attained – there are additional measures and 

metrics which should be included.  

Currently, there is not a streamlined process to ensure providers are aware of any new potential and/or known 

vulnerabilities. Providers cannot provide effective cybersecurity within their organization without the 

manufacturer, at minimum: 1) alerting the provider to a known threat in a timely manner; 2) information 

regarding when the manufacturer expects to provide an update or patch for the vulnerability; and 3) a process 

for Out-Of-Band (OOB) Patches (i.e., critical updates).  

Furthermore, even if there is not a “patch” or “update” yet available for a known vulnerability or critical update – 

alerting providers in a timely manner is essential to patient safety, as well as building and maintaining a strong, 

robust medical device safety net. CHIME and AEHIS members would strongly support a standardized update 

cycle and process – one that is repeatable and predictable – for both vulnerabilities and patches. A 

standardized process would not only ensure that manufacturers are assessing for risk and vulnerabilities 

consistently, but potentially alert them to previously unknown cybersecurity risks in their devices. Additionally, 

we would like to ensure that the FDA specifically includes how the software is developed as part of the SPDF 

framework.   

Designing for Security 

The FDA states that they will assess the adequacy of the device’s security based on the device’s ability to 

provide and implement a set of security objectives – including “secure and timely updatability and patchability” 
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– throughout the system architecture. Providers are currently forced to utilize whatever support channel the 

device manufacturer provides to address cybersecurity risks and vulnerabilities. Many times, there is a 

designated representative from the manufacturer that works directly with providers; however, this remains an 

arduous communication process between parties. Our members would find it helpful if the FDA included 

cybersecurity communication requirements for manufacturers; for example, a dedicated department to contact 

specifically regarding cybersecurity issues. This could be included in the SBOM or as part of the SPDF. 

Providers are willing and eager to have a private, secure channel of communication to be notified in a timely 

manner by manufacturers that there is a known cybersecurity risk. In turn, they are also eager to provide 

manufacturers with an alert of any issues or vulnerabilities they encounter with devices. Without any patches 

or updates – there are limitations to what providers can do to mitigate risks for these devices. Furthermore, as 

the FDA acknowledges, “exploitation of known vulnerabilities or weak cybersecurity controls should be 

considered reasonably foreseeable failure modes for systems, these factors should be addressed in the device 

design.” We would support a secure channel – such as the Health Information Sharing and Analysis Center (H-

ISAC) (where a provider is a member) or a secure direct-to-consumers (DTC) system – to exchange important, 

timely information between providers, patients, and manufacturers. If the device vulnerabilities are not yet 

public, and there is not a patch available, making this information public prematurely could lead to such 

concerns and issues as: a) “alert” fatigue; b) loss of trust in the marketplace; c) inadvertent or inappropriate 

solutions/patches that may actually exacerbate the issue of introduce new or unknown vulnerabilities into the 

ecosystem. 

Transparency 

CHIME and AEHIS appreciate the FDA’s approach to transparency regarding medical device cybersecurity 

and want to emphasize the importance of transparency. Transparency is essential for providers as “device 

users” to have and easily access “information pertaining to the device’s cybersecurity controls, potential risks, 

and other relevant information.” When medical device manufacturers fail to convey all the vulnerabilities to 

providers, it severely limits end-users – healthcare CIOs and CISOs – and the critical capability to ensure that 

the devices are secure. The risk analysis of any device should not be incumbent upon the provider. Of 

particular concern, the FDA states:  

“All devices, when any known vulnerabilities are only partially mitigated or unmitigated by the device design, 

they should be assessed as reasonably foreseeable risks in the risk assessment and be assessed for 

additional control measures or risk transfer to the user/operator, or, if necessary, the patient. Risk transfer, if 

appropriate, should only occur when all relevant risk information is known, assessed, and appropriately 

communicated to users and includes risks inherited from the supply chain as well as how risk transfer 

will be handled when the device/system reaches end of support and end of life and whether or how the 

user is able to take on that role (e.g., if the user may be a patient).” [emphasis added] 

The post market mitigation process when cybersecurity threats arise is already complex for end-users. While 

providers may not be able to completely avoid a cybersecurity incident – decreasing the timeline between the 

discovery of the threat and mitigation of the threat is essential to increasing patient safety. Cybersecurity risks 

are already inherently transferred to healthcare providers and patients as soon as the device enters the supply 

chain. We are extremely concerned that this language could place an unnecessary and unclear onerous on 

providers and potentially, patients. Therefore, we respectfully request that the FDA further clarify and define 

the manufacturer requirements which must be met to – first and foremost – ensure that patient safety is 

protected. Additionally, further clarification around what “relevant risk information” is specifically comprised will 

help to inoculate providers from taking on undue risk – which can inadvertently cascade into patient safety 

risks. 

Security Risk Management 

We appreciate and agree with the FDA’s approach to assess the safety and security risks of each device 

within the context of the larger system in which the device operates to fully account for cybersecurity risks in 
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devices. We further agree with the Agency’s acknowledgment that: “In the context of cybersecurity, security 

risk management processes are critical because, given the evolving nature of cybersecurity threats and risks, 

no device is, or can be, completely secure. Security risk management should be part of a manufacturer’s 

quality system.” As the FDA notes, currently, as part of demonstrating compliance with quality system design 

controls and to support supply chain risk management processes, medical device manufacturers must assess 

all software, including “proprietary software”, as well as software obtained from third parties, including open-

source software, for cybersecurity risk – and that risk should be addressed. Furthermore, device 

manufacturers are already required to provide documentation which demonstrates the device’s overall 

compliance with the QSR, as well as that the third-party components meet specifications established for the 

device4.  

 

As currently drafted, this guidance fails to identify the actual or potential sources of risk. Providing an 

algorithmic program or rule would help assure a security risk assessment could be performed effectively on 

these devices; in short, a defined minimal standard is needed. While the FDA has recommended that the 

SBOM for medical devices include both “a safety and security risk assessment of each known vulnerability and 

details of applicable safety and security risk controls to address the vulnerability” – the source of these risks 

remain unknown to the end-user. The agency further states: “If risk controls include compensating controls, 

those should be described in an appropriate level of detail.” CHIME and AEHIS believe that a defined base-

level of detail should be included in the final guidance. Understanding that which constitutes “appropriate” may 

be situationally dependent, and therefore, compensating controls that are included should be described in 

detailed technical fixes and process changes. Critically, manufacturers should also provide information 

regarding who is ultimately responsible for those processes at the device manufacturer level, how they are 

evaluated and tested, and the schedule and process for addressing compensating controls as safety and 

security risks (e.g., technology, processes, and people) evolve and change. 

Additionally, we would appreciate if the FDA took a stronger approach on standardization – specifically 

regarding what device manufacturers must provide as part of the submission process. An expanded, 

standardized list should include requirements on known vulnerabilities, including alerting providers of any 

known risk or vulnerability and when, specifically, it must be made privately and/or publicly known; any 

respective patches and expected turnaround timelines; including where and how patches may be obtained with 

specific details on how and when they should be applied and severity along with known and potential impacts 

to the device and the ecosystem if the vulnerability were to be exploited .  

The FDA acknowledges that the “SPDF processes aim to reduce the number and severity of vulnerabilities 

and thereby reduce the exploitability of a device and the associated risk of patient harm.” To that end, letting a 

device manufacturer decide what and when a provider needs to know regarding any potential risks or 

vulnerabilities in their devices is not an acceptable standard. For example, if a device manufacturer knows of 

or becomes aware of a vulnerability that is deemed “critical”, providers would need a patch within, at minimum, 

30 days of discovery and notification. 

This draft guidance document notes that: “The device manufacturer is also expected to provide to users 

whatever information is necessary to allow users to manage risks associated with the device.” Importantly, we 

believe that the FDA must be as explicit as possible with device manufacturers around the Agency’s 

expectations and requirements. Without clear direction to the manufacturers regarding what is required in their 

premarket submissions, the burden of proof for demonstrating that a vague standard has been met and 

devices are “secure” will be shouldered by providers.  

We respectfully request that the FDA provide additional clarity regarding what would fall under the definition of 

“whatever information is necessary.” CHIME and AEHIS strongly believe that information should include 

detailed information about: 1) the vulnerability, severity, known and potential impacts as well as contact 

information; 2) recommended actions and timeframes for: a) patients; b) providers, and; c) manufacturers can 

 
4 21 CFR 820.30(g). 21 CFR 820.50. 21 CFR 820.30(j). 21 CFR 820.181. 
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take; and 3) third party vendor involvement. If the vulnerability is in a third-party component of the product or 

service, information should be included about the referral to the third party and advise stakeholders of who and 

how to contact that third party. Additionally, when providers and healthcare delivery organizations are 

“sent” to third parties to resolve medical device vulnerabilities, often, as the customer of the original 

device – they are not permitted to alter the third parties ’ versions of vulnerabilities and any patches. We 

strongly urge that the FDA require original vendors (device manufacturers) to maintain ownership 

throughout the TPLC of the device, including but not limited to any third-party resolutions of 

vulnerabilities and their recommended remediation.  

In closing, we would like to thank the FDA for providing the opportunity to comment on this important draft 

guidance. Should you have any questions or if we can be of assistance, please contact Chelsea Arnone, 

Director, Federal Affairs at carnone@chimecentral.org. 

 
Sincerely, 
 
 

 
 
 
Russell P. Branzell, FCHIME, CHCIO 
CEO & President, CHIME 
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