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Cybersecurity Flaws Lead to Unavailability

Elekta and DiaSorin
were hit with OLD 

ransomware!
Meanwhile, the 

threats are getting 
more sophisticated.



3WSJ, March 28, 2022 by Robert McMillan, Kevin Poulsen, Dustin Volz



FDA has prevented devices coming to market
based on cybersecurity concerns alone.



Because Cybersecurity is Safety
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Cybersecurity Guidance: Pre-Market & Post-Market

Revised draft 
pre-market guidance 

released for public 
comment April 2022

2014 finalized 
pre-market

2016 finalized 
post-market

2018 draft 
pre-market

2022 revised 
draft pre-market
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2022 Draft Cybersecurity Guidance
• Revised draft premarket medical device 

cybersecurity guidance published April 7
• Cybersecurity in Medical Devices: Quality 

System Considerations and Content of 
Premarket Submissions

• 90-Day comment period closed July 7, 2022
• Changes from 2018 draft guidance

• More detailed technical recommendations on 
premarket documentation for cyber risk

• Removed risk tiers; recommends that 
documentation scale with cyber risk

• Detailed recommendations on Software Bill of 
Materials (SBOM) and alignment with EO 14028

www.fda.gov

https://www.fda.gov/regulatory-information/search-fda-guidance-documents/cybersecurity-medical-devices-quality-system-considerations-and-content-premarket-submissions
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A-19 Legislative Activities for Device Security
• Currently no statutory requirement expressly requires medical device 

manufacturers to address cybersecurity
• Draft A-19 establishes explicit cybersecurity requirements

– Software Bill of Materials (SBOM) to track 3rd party risk of software 
cybersecurity vulnerabilities; a software ingredient list

– Devices have the capability to be updated and patched in a timely manner 
– Demonstrate reasonable assurance of the device’s safety and effectiveness 

for purposes of cybersecurity
– Coordinated vulnerability disclosure policy for public disclosure when a 

manufacturer learns of a cybersecurity vulnerability within a medical device
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CDRH Medical Device Cybersecurity Highlights
1. Operational Technology (OT) cybersecurity risks are growing

– Supply chain risk extends beyond CDRH medical device domain

2. OT cybersecurity is an inherently shared responsibility
– Necessitates coordination across state + federal government and private sector
– FDA (CDRH/OST, CDRH/OPEQ, CDRH/Comms), HHS (ASPR, HC3), DHS (CISA), NIST 

(ITL), private sector, security research firms, patient groups, HDO groups, medical 
device trade groups, physician societies

3. CDRH CyberMed team: Total Product Lifecycle (TPLC) approach
– Pre-market cybersecurity engineering and post-market vulnerability management
– Provides starting point for agency-wide expertise in OT cybersecurity
– Digital Health Center of Excellence (DHCoE) designed as a focal point for cross-

center cyber coordination
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Examples of Ecosystem Resources for 
Medical Device Cybersecurity
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