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The healthcare industry has come to appreciate the 

significant value in customer (patient) data



© 2018 Epstein Becker & Green, P.C.  | All Rights Reserved. |  ebglaw.com 5

Digital Health Market:  Data is King

• “Alphabet, Amazon, Apple, 

Facebook and Microsoft . . . are 

the five most valuable listed firms 

in the world.”

• “With data there are extra network 

effects.  By collecting more data, a 

firm has more scope to improve its 

products, which attract more 

users, generating even more data, 

and so on.”

• “They have a ‘God’s eye view’ of 

activities in their own markets and 

beyond.”

Credit: The Economist, May 6, 2017

The world’s most valuable resource is no longer oil, but data.

The ‘Data Economy’ is at a fever pitch.  Enormous value may be realized as long 

as data continues to flow and trust is maintained.
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Healthcare is a Data Driven Enterprise

▪ Data drives learning, quality improvement and efficiency

▪ Interconnectivity and data sharing is increasing rapidly

▪ Establishing trust is critical for robust information 

exchange

▪ HIPAA is a starting point to manage data risk, but only a 

starting point

▪ Data may be shared in ways that HIPAA will no longer 

apply 

▪ Establishing adequate levels of assurance often demands 

going beyond minimum HIPAA requirements

Image Credit: Shutterstock
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Healthcare Internet of Things (IoT)

Credit: Peerbits - https://www.peerbits.com/blog/internet-of-things-healthcare-applications-benefits-and-challenges.html
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Enhancing Interoperability
21st Century Cures Act

In 2016, Congress passed the 21st Century Cures Act (Cures Act). 

One of the goals of the Cures Act was to enhance patient access to their medical 

records as well as to promote the ability of all parties in the healthcare industry to 

communicate seamlessly across various software platforms and electronic devices.

This law and its corresponding regulations relate to access to health care providers’ 

records, not only by patients, but also by other health care providers and third 

parties.
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Pursuant to the regulations, “information blocking” is defined as: 

1. any practice by an actor

2. that the health care provider knows is unreasonable and is likely to interfere with, prevent, materially 

discourage, or otherwise inhibit the access, exchange or use of

3. Electronic Health Information (EHI).

Examples of information blocking by health care providers may include practices that make it 

difficult or impossible for patients to access their electronic health records. Another example would 

be actions by health care providers to prevent or obstruct access to his or her medical records by 

other treating providers.

Information Blocking
21st Century Cures Act
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Who do the Rules Apply to?
21st Century Cures Act

The new regulations apply to:

Health care providers of all kinds 

Health information networks

Certified Health information technology companies 

Health information exchanges
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21st Century Cures Act
Federal Enforcers

OIG

ONC

OCR

FTC

CMS

11

OIG has primary authority 

to investigate information 

blocking claims, but will 

coordinate with other 

agencies to avoid 

duplicative penalties

Likely provider related non-

compliance will be enforced 

through patient right of 

access by OCR
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Developer Perspective

• 85 percent of Americans have a smartphone

• 350,000 digital health apps available on the major app stores (includes chronic 

condition management / RPM and wellness / fitness apps) – Pew study found 62% 

say they used smartphone to access health-related info, which is even more than 

online banking (57%)

• Major potential to improve cost-effectiveness and quality when software and devices 

can leverage PGHD to enhance clinical decision support, chronic condition 

management / prevention, etc.

• Small app companies want to compete with big tech on digital health – they aren’t 

afraid of penalties that come along with strict privacy bill but don’t want multiple state 

laws.

• Proposals to punish “Big Tech” could backfire on “small tech,” but privacy legislation 

is necessary
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II. LEGISLATIVE OUTLOOK
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▪ Desire for Consumer Protection amidst questionable transparency and 
data practices in across various industries

▪ Continued erosion of privacy and rampant cyberthreats to personal data

▪ Significant variability in data breach notification laws

▪ Lack of privacy and security regulation in third party app and artificial 
intelligence spaces

▪ Different regulatory requirements for patient data depending on where it 
flows and what entity is processing the data

▪ Some states have begun to adopt more sweeping privacy legislation, but 
this will continue to foster a fragmented legal landscape

▪ The Federal Government is considering various gap filling measures 
including through agency enforcement initiatives and passing sweeping 
legislation 

Disjointed Privacy Landscape and the Need for 

Regulatory Harmonization
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Congressional Action on General Privacy: Background

• More health data than ever is produced and transferred outside the 

Health Insurance Portability and Accountability Act (HIPAA) 

framework

• Consumers using apps do not always know of the legal framework 

and potential risks

• With Interoperability, TEFCA and other efforts, the future may 

result in broader sharing and “commingled” data

• As Congress contemplates amending the Federal Trade Commission 

(FTC) Act with a general privacy framework, it must account for the 

greater risks associated with collecting and processing health data
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General privacy bills in Congress

● H.R. 8152, the American Data Privacy and Protection Act (ADPPA)

- “3 corners” bill

- House action: Legislative hearing June 14, 2022; Subcommittee markup June 

23, 2022; Full committee markup July 20, 2022. Reported to the full chamber by 

a vote of 53 to 2.

● Sen. Cantwell (D-WA) draft (update from S. 3195, the Consumer Online Privacy 

Rights Act (COPRA))

- Not yet introduced as a standalone bill

- The draft is styled as an “amendment in the nature of a substitute” or AINS, 

meaning if it moves forward it would be as a “replacement” to S. 3195, which 

was introduced in 2021

https://www.congress.gov/bill/117th-congress/house-bill/8152/actions?q=%7B%22search%22%3A%5B%22hr+8152%22%2C%22hr%22%2C%228152%22%5D%7D&r=3&s=1
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Congressional privacy proposals: Provisions

HIPAA carve out

- Intent of drafters appears to be to carve out HIPAA covered entities and 

business associates from the scope of the bills’ requirements

- Questions remain, however

- In ADPPA, entities “required to comply” and “in compliance with” 

HIPAA “shall be deemed in compliance with the related” requirements 

in ADPPA

- Who decides whether entities are currently “in compliance with” 

HIPAA?

- Who must “deem” such entities to be “in compliance”?

- The language creates an inference that if HIPAA CEs and BAs are 

not “in compliance” w/ HIPAA–and even if they are in compliance, if 

the appropriate entity fails to deem them so–then they must comply 

with both HIPAA and ADPPA.
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Congressional privacy proposals: Provisions

Preemption

- ADPPA preempts any state requirement “covered by” the 

provisions of ADPPA

- However there are some exceptions:

- Illinois biometric law

- The data security provision of California’s privacy law

- Laws that “address health information, medical information, 

medical records, HIV status, or HIV testing.”



19

Enforcement

- ADPPA: FTC, state attorneys general and private right of action (PRA)

- PRA - Starting 2 years after enactment of ADPPA, persons could obtain “compensatory 

damages,” injunctive relief, declaratory relief and attorneys’ fees, for a violation of most of 

the Act (some exceptions)

- Guardrails:

- Most small businesses $25million or less in revenue are carved out

- Must give FTC and State AG 45 days’ notice first

- Most claims allow target a “right to cure” the violation w/in 45 days

Data security

- ADPPA - requires entities to establish, implement, maintain – reasonable admin, technical, 

and physical data security practices to protect and secure data against unauthorized access 

and acquisition 

Data minimization

- ADPPA - may collect, process, or transfer data for any enumerated purpose if the collection 

processing, or transfer is limited to what is reasonably necessary and proportionate to such 

purpose

Congressional privacy proposals: Provisions
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Civil rights

- ADPPA - may not collect, process, or transfer covered data in a manner that discriminates in 

or otherwise makes unavailable the equal enjoyment of goods or services on basis of race, 

color, religion, national origin, sex, or disability

- Large data holders must conduct a covered algorithm impact assessment

- A new and expansive area that would implicate algorithms used in a variety of contexts 

such as AI, medical information searches and displays, etc.

Transparency and consent

- ADPPA - sensitive personal data would include health data, which would be subject to an 

express, affirmative consent requirement

- Transparency would require covered companies to disclose clearly how they collect, use, 

store, protect, and share health data and for what purposes it is collected

- Provisions for sale and targeted advertising

Rulemaking authority

- Rulemaking authority is limited and specifically defined, as opposed to a general grant of 

rulemaking power under Administrative Procedure Act (FTC’s organic statute does not enable 

APA rules)

Congressional privacy proposals: Provisions
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ADPPA (H.R. 8152)

- Passed Energy and Commerce Committee 53 to 2

- So what’s the hold up? 

- California delegation heard from State of California: 

“No privacy bill unless it doesn’t preempt states at all”

- Sen. Cantwell (Chair of Senate Commerce 

Committee) still opposes H.R. 8152 despite changes 

in committee process

Sen. Cantwell Draft

- No markup yet

- Senate Commerce may hold a legislative hearing and 
then a markup in September (TBD)

Congressional general privacy proposals: Outlook/Prospects



22Credit: @carolinasquirrel on Etsy.com



© 2018 Epstein Becker & Green, P.C.  | All Rights Reserved. |  ebglaw.com 23

State Law Developments in 2021

Credit: MauriceWutscher: 2021 Review of State and Federal Data Privacy Legislation
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Evolving State Privacy Laws 

Criteria
California Consumer Privacy 

Act (CCPA)

California Privacy 

Rights Act (CPRA)

Virginia Consumer 

Data Protection Act 

(VCDPA)

Colorado Privacy Act 

(CPA)

Connecticut Act 

Concerning Personal 

Data Privacy and 

Online Monitoring

Utah Consumer Privacy Act 

(UCPA)

Effective Date January 1, 2020 January 1, 2023 January 1, 2023 July 1, 2023 July 1, 2023 December 31, 2023

Covered Entities

Businesses; requires contracts 

between Businesses and 

Service Providers

No change to CCPA

Controllers and 

Processors; requires 

contracts between 

Controllers and 

Processors and 

Processors must assist 

Controllers in performing 

their obligations

Controllers and 

Processors; requires 

contracts between 

Controllers and 

Processors and 

Processors must assist 

Controllers in performing 

their obligations

Controllers and 

Processors; requires 

contracts between 

Controllers and 

Processors and 

Processors must assist 

Controllers in performing 

their obligations

Controllers and Processors; 

requires contracts between 

Controllers and Processors and 

Processors must assist 

Controllers in performing their 

obligations

Threshold Requirements

Doing business in CA and:

(1) annual gross revenues > $25 

mil;

(2) Annually buys, sells, or 

shares personal information of 

50,000 or more consumers or 

households; or

(3) Derives 50% or more annual 

revenues from selling personal 

information

Increases threshold to 

100,000 and applies to 

any legal entity that 

derives 50% or more 

annual revenues from 

selling or sharing 

personal information

Doing business in VA and:

(1) Annually processes 

personal data of 100,000 

or more consumers; or

(2) Derives revenue or 

receives discount on 

goods or services from 

sale of personal data, and 

processes personal data of 

25,000 or more consumers

Doing business in CO and:

(1) Annually processes 

personal data of 100,000 

or more consumers; or

(2) Derives revenue or 

receives discount on 

goods or services from the 

sale of personal data, and 

processes personal data of 

25,000 or more consumers

Doing business in CT and 

controlled or processed:

(1) personal data of 

100,000 or more 

consumers, (excludes 

payment transactions); or

(2) personal data of 25,000 

or more consumers and 

derived > 25% of gross 

revenue from the sale

Doing business in the UT and:

(1) annual revenue of 

$25,000,000 or more; and

(2) Controls or processes 

personal data of 100,000 or 

more consumers or derives > 

50% of gross revenue from the 

sale of personal data and

controls or processes personal 

data of 25,000 or more 

consumers
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Evolving State Privacy Laws 

Criteria
California Consumer Privacy 

Act (CCPA)

California Privacy 

Rights Act (CPRA)

Virginia Consumer 

Data Protection Act 

(VCDPA)

Colorado Privacy Act 

(CPA)

Connecticut Act 

Concerning Personal 

Data Privacy and 

Online Monitoring

Utah Consumer Privacy Act 

(UCPA)

Definition of Consumer

CA resident (commercial 

contacts and employees 

deferred until 1/1/2023)

No change to CCPA

VA resident, excluding 

commercial contacts and 

employees

CO resident, excluding 

commercial contacts and 

employees

CT resident, excluding 

commercial contacts and 

employees

UT resident, excluding 

commercial contacts and 

employees

Definition of Personal 

Information/Data

Information that identifies, 

relates to, describes, is 

reasonably capable of being 

associated with, or could 

reasonably be linked, directly or 

indirectly, with a particular 

consumer or household

No change to CCPA

Information that is linked 

or reasonably linkable to 

an identified or identifiable 

individual

Information that is linked 

or reasonably linkable to 

an identified or identifiable 

individual

Information that is linked 

or reasonably linkable to 

an identified or identifiable 

individual

Information that is linked or 

reasonably linkable to an 

identified or identifiable 

individual

Personal 

Information/Data 

Excludes De-Identified 

Data and Publicly 

Available Information

√ No change to CCPA √ √ √ √
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Evolving State Privacy Laws 

Criteria
California Consumer Privacy 

Act (CCPA)

California Privacy 

Rights Act (CPRA)

Virginia Consumer 

Data Protection Act 

(VCDPA)

Colorado Privacy Act 

(CPA)

Connecticut Act 

Concerning Personal 

Data Privacy and 

Online Monitoring

Utah Consumer Privacy Act 

(UCPA)

Sensitive 

Information/Data

Ethnic/racial origin √ No change to CCPA √ √ √ √

Mental/physical health 

condition or diagnosis
√ No change to CCPA √ √ √ √

Sexual orientation √ No change to CCPA √ √ √ √

Citizenship √ No change to CCPA √ √ √ √

Genetic/biometric 

information
√ No change to CCPA √ √ √ √

Known child X No change to CCPA √ √ √ X

Geolocation √ No change to CCPA √ X √ √

Email contents √ No change to CCPA X X X X

Financial information √ No change to CCPA X X X X

Social Security/other ID √ No change to CCPA X X X X

Religious beliefs √ No change to CCPA √ X √ √
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Evolving State Privacy Laws 

Criteria
California Consumer Privacy 

Act (CCPA)

California Privacy 

Rights Act (CPRA)

Virginia Consumer 

Data Protection Act 

(VCDPA)

Colorado Privacy Act 

(CPA)

Connecticut Act 

Concerning Personal 

Data Privacy and 

Online Monitoring

Utah Consumer Privacy Act 

(UCPA)

Data Impact 

Assessments Required
X √ √ √ √ X

Implement Reasonable 

Administrative, 

Technical, and Physical 

Data Security Practices

√ No change to CCPA √ √ √ √

Private Right of Action

√

Only for security breach that 

compromises “personal 

information”

√

Extends to breach of a 

username and 

password that permits 

access to an account

X X X X

Enforcement AG

Creates new California 

Privacy Protection 

Agency

AG AG, District Attorneys AG
Division of Consumer Protection 

will investigate and refer to AG

Opportunity to Cure 30 days

Eliminates CCPA right 

to cure effective 

1/1/2023

30 days
60 days (expires 

12/31/2024)

60 days (expires 

12/31/2024, but within 

AG’s discretion after such 

date)

30 day
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● General Data Protection Regulation (GDPR): Mainly preemptive across 

European countries and applies to healthcare providers as well as the rest of 

the economy—puts all entities under the same general framework but can be 

an odd fit for healthcare provision (e.g., right to erasure).

● US far behind and why we are trying to gapfill at federal level

● Funding for Privacy

○ $1B was removed from reconciliation package – earlier version

○ Administration was interested but ultimately removed

○ Might get plussed up in approps proccess

● No approp in 3 corners bill but mention of privacy bureau

● Nebulous

● May thru FTC or empowerment under ADPPA

International 
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III. REGULATORY OUTLOOK
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Increased Role of Federal Trade Commission?

▪ Section 5 of the FTC Act prohibits unfair or deceptive acts or practices

▪ FTC privacy and data security actions have been based on:

• Failure to safeguard information;

• Failure to adequately disclose to consumers how information will be used or disclosed;

• Misrepresenting how information collected would be used

▪ FTC increasing enforcement related to digital apps and commercial surveillance

▪ FTC advocated for enforcement role relative to 21st Century Cures Act Interoperability and Information 

Blocking Rules

▪ FTC may serve as enforcement backstop for voluntary industry-based privacy standards

▪ FTC recently released NPRM related to commercial surveillance and data security – Comments due 

October 21, 2022

▪ ADPPA contemplates empowering FTC with enforcement authority
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Questions? Feel 
free to reach out:

CHIME’s public policy team: 

policy@chimecentral.org

Graham DuFault:

gdufault@actonline.org

Alaap Shah: 

ABShah@ebglaw.com
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