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• The information in this presentation is based on the regulations in 45 CFR Part 171. 

• While every effort has been made to ensure accuracy, this presentation is not a legal 
document. Please note that other federal, state and local laws may apply.

• Examples are merely illustrative and may be simplified for ease of discussion.

• Any practice (act or omission) that implicates the information blocking regulations may 
come under investigation by HHS.

• This communication is produced and disseminated at U.S. taxpayer expense. 

General Disclaimers
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Information Blocking in the 21st Century Cures Act

21st Century Cures Act, Section 4004:
• Defines “information blocking” 

• Authorizes the Secretary to identify, through rulemaking, reasonable 
and necessary activities that do not constitute information blocking

• Identifies the HHS Office of Inspector General (OIG) as the HHS 
office to investigate claims of information blocking and provides 
referral processes to facilitate coordination with the HHS Office for 
Civil Rights (OCR) 

• Prescribes penalties for information blocking 

• Charges ONC with implementing a complaint process for reporting 
information blocking, and provides confidentiality protections for 
complaints



4 Information Blocking Definition 

(a) Information blocking means a practice that—

(1) Except as required by law or covered by an exception, is likely to 
interfere with access, exchange, or use of electronic health 
information (EHI); and

(2) If conducted by a health information technology developer of 
certified health IT, health information network or health 
information exchange, such developer, network or exchange knows, 
or should know, that such practice is likely to interfere with access, 
exchange, or use of EHI; or

(3) If conducted by a health care provider, such provider knows that 
such practice is unreasonable and is likely to interfere with the access, 
exchange, or use of EHI.

(b) For the period before October 6, 2022, electronic health information 
for the purposes of paragraph (a) of this section is limited to the 
electronic health information identified by the data elements 
represented in the USCDI standard adopted in § 170.213.

45 CFR 171.103

Elements of Information Blocking

 Not “required by law”

 Not covered by an exception

 Likely to “interfere with” access, 
exchange, or use

 Electronic health information (EHI)

 By a health IT developer of 
certified health IT, HIE/HIN, or 
health care provider (an 
information blocking “actor”)

 Actor has requisite knowledge

Interfere with or interference
means to prevent, materially 
discourage, or otherwise inhibit.

VERSION 1

https://www.ecfr.gov/current/title-45/section-171.103p-171.103(a)
https://www.ecfr.gov/current/title-45/section-170.213
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Information Blocking Definition – Exceptions 

• Information Sharing: the norm is to avoid actions or omissions (“practices”) that are likely 
to interfere with information sharing.

• Exceptions: the exceptions offer assurance that reasonable and necessary “practices” 
covered by an exception will not be considered information blocking.

1. Infeasibility Exception 

2. Preventing Harm Exception

3. Privacy Exception 

4. Security Exception

5. Health IT Performance Exception

6. Content and Manner Exception 

7. Fees Exception 

8. Licensing Exception

Applicable to delaying, restricting, or 
denying access, exchange, or use

Applicable to processes or procedures for 
fulfilling access, exchange, or use of EHI
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• Information blocking 
regulation applies to 
three types of “actors.”

• Each actor is uniquely 
and individually 
accountable for their 
own information-
blocking conduct.

Information Blocking – Am I an “Actor”?

Health Care Providers

Health IT Developers of Certified Health IT

Health Information Networks (HINs)
& Health Information Exchanges (HIEs)

https://www.healthit.gov/sites/default/files/page2/2020-
03/InformationBlockingActors.pdf

https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-D/part-171/subpart-A/section-171.102
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-D/part-171/subpart-A/section-171.102
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-D/part-171/subpart-A/section-171.102
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-D/part-171/subpart-A/section-171.102
https://www.healthit.gov/sites/default/files/page2/2020-03/InformationBlockingActors.pdf
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Public Health Service Act (42 U.S.C. 300jj)
The term “health care provider” includes a hospital, skilled nursing facility, nursing facility, home health entity or other long 
term care facility, health care clinic, community mental health center (as defined in section 300x–2(b)(1) of this title), renal
dialysis facility, blood center, ambulatory surgical center described in section 1395l(i) of this title, emergency medical services 
provider, Federally qualified health center, group practice, a pharmacist, a pharmacy, a laboratory, a physician (as defined in 
section 1395x(r) of this title), a practitioner (as described in section 1395u(b)(18)(C) of this title), a provider operated by, or 
under contract with, the Indian Health Service or by an Indian tribe (as defined in the Indian Self-Determination and 
Education Assistance Act [25 U.S.C. 450 et seq.]), tribal organization, or urban Indian organization (as defined in section 
1603 of title 25), a rural health clinic, a covered entity under section 256b of this title, an ambulatory surgical center 
described in section 1395l(i) of this title, a therapist (as defined in section 1395w–4(k)(3)(B)(iii) of this title), and any other 
category of health care facility, entity, practitioner, or clinician determined appropriate by the Secretary.

Health Care Provider Definition

https://www.healthit.gov/sites/default/files/page2/2020-08/Health_Care_Provider_Definitions_v3.pdf

https://www.healthit.gov/sites/default/files/page2/2020-08/Health_Care_Provider_Definitions_v3.pdf
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• Health information network or health information exchange means an individual or 
entity that determines, controls, or has the discretion to administer any requirement, policy, 
or agreement that permits, enables, or requires the use of any technology or services for 
access, exchange, or use of electronic health information:

• (1) Among more than two unaffiliated individuals or entities (other than the individual or entity to 
which this definition might apply) that are enabled to exchange with each other; and

• (2) That is for a treatment, payment, or health care operations purpose, as such terms are 
defined in 45 CFR 164.501 regardless of whether such individuals or entities are subject to the 
requirements of 45 CFR parts 160 and 164. (45 CFR 171.102)

• Focuses on three activities: Treatment, payment, and health care operations, as each are defined in 
the HIPAA Rules (45 CFR 164.501)

• Functional definition, not limited to individuals or entities that are covered entities or business 
associates (as defined by HIPAA)

Health Information Exchange/
Health Information Network (HIE/HIN)

https://www.federalregister.gov/select-citation/2020/05/01/45-CFR-164.501
https://www.federalregister.gov/select-citation/2020/05/01/45-CFR-160
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-D/part-171p-171.102(Health%20information%20network%20or%20health%20information%20exchange)
https://www.federalregister.gov/select-citation/2020/05/01/45-CFR-164.501
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• Electronic Health Information (EHI) means electronic 
protected health information (ePHI) to the extent 
that the ePHI would be included in a designated record 
set as these terms are defined for HIPAA. 

• Except for psychotherapy notes (45 CFR 164.501) and 
information compiled in reasonable anticipation of, or for 
use in, a civil, criminal, or administrative action or 
proceeding.

• This is applicable whether or not the information is held 
by or for a HIPAA covered entity.

• EHI includes data that is not recorded or exchanged 
consistent with any specific interoperability standard.

What is Electronic Health Information?
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Understanding the Scope of EHI for Purposes of 
the Information Blocking Definition

Infographic does not depict the actual scope of each category, or the relative proportion of the 
various categories within any given record set.
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Clarification from the Final Rule

Federal and state law includes: 

• Statutes, regulations, court orders, and binding 
administrative decisions or settlements, such as (at the 
Federal level) those from the FTC or the Equal Employment 
Opportunity Commission (EEOC)

• Tribal laws, as applicable

• Refers specifically to interferences with access, exchange, or 
use of EHI that are explicitly required by state or federal law.

• Distinguishes between interferences that are “required by law” 
and those engaged in pursuant to a privacy law, but which are 
not “required by law.” 

Required by Law

What does it mean?
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https://www.healthit.gov/cures/sites/default/files/cures/2021-11/Information-Blocking-Portal-Process.pdf

Information Blocking Claims

https://www.healthit.gov/cures/sites/default/files/cures/2021-11/Information-Blocking-Portal-Process.pdf


13 IB Claims: By the Numbers

https://www.healthit.gov/buzz-blog/21st-century-cures-act/information-
blocking-claims-by-the-numbers

https://www.healthit.gov/data/quickstats/information-blocking-claims-numbers

https://www.healthit.gov/buzz-blog/21st-century-cures-act/information-blocking-claims-by-the-numbers
https://www.healthit.gov/data/quickstats/information-blocking-claims-numbers
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General Requirements
A certified Health IT Module must include export 
capabilities for:

a) a single patient EHI export to support patient 
access and

b) patient population EHI export to support 
transitions between health IT systems 

The export file(s) created must:
a) be electronic and in a computable format, and
b) the publicly accessible hyperlink of the export’s 

format must be included with the exported file(s).

Note: Health IT developers have the flexibility to 
determine their products' standard format for the 
purpose of representing the exported EHI.

Update and provide by: December 31, 2023

Scope
Uses the same EHI definition as the 
information blocking regulations, but the 
scope of data that needs to be exported 
is that which can be stored at the time of 
certification by the product.

Information Blocking (IB) 

If the EHI export would be performed using health IT 
certified under the ONC Health IT Certification 
Program (45 CFR Part 170) to the “EHI Export” 
certification criterion (45 CFR 170.315(b)(10)), a fee 
that is charged to perform such export for purposes 
of switching health IT or to provide patients their 
electronic health information (45 CFR 171.302(b)(3)) 
would not qualify for the “Fees Exception.”

2015 Edition “EHI Export” Criterion and IB
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• Advisory Opinions Congressional Request

• Upcoming Regulatory Action

• Frequently Asked Questions (FAQs), Infographics, and Other Educational 
Resources

• Stakeholder Outreach

What’s New and What’s Next?
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ONC NPRM - Spring 2022 Unified Agenda

https://www.reginfo.gov/public/do/eAgendaViewRule?pubId=202204&RIN=0955-AA03

https://www.reginfo.gov/public/do/eAgendaViewRule?pubId=202204&RIN=0955-AA03
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ONC NPRM – OMB Acceptance for Review

https://www.reginfo.gov/public/do/eoDetails?rrid=265763

https://www.reginfo.gov/public/do/eoDetails?rrid=265763


19 Examples of EHI-Related FAQs at HealthIT.gov

https://www.healthit.gov/curesrule/faq/can-actor-grant-patients-request-
delay-release-patients-test-results-eg-laboratory-or-image

https://www.healthit.gov/curesrule/faq/do-information-blocking-regulations-45-cfr-
part-171-require-actors-make-patients-aware-newly

https://www.healthit.gov/curesrule/faq/can-actor-grant-patients-request-delay-release-patients-test-results-eg-laboratory-or-image
https://www.healthit.gov/curesrule/faq/do-information-blocking-regulations-45-cfr-part-171-require-actors-make-patients-aware-newly


20

Upcoming Information Sharing Events

https://www.healthit.gov/news/events/ask-us-about-information-sharing-0

https://www.healthit.gov/news/events/ask-us-about-information-sharing-0


21

Education & Outreach Resources
• https://www.healthit.gov/topic/information-blocking
• Frequently Asked Questions (FAQs)
• Factsheets 
• Technical Assistance and Guides
• Webinars and Other Presentations 
• Health IT Buzz Blog
• Report Information Blocking Portal: 

healthit.gov/report-info-blocking
• Health IT Feedback and Inquiry Portal
• Information Blocking Portal Process
• Understanding Electronic Health Information (EHI) Fact Sheet
• ONC Speaker Request Form 

https://www.healthit.gov/speaker-request-form

Where Can You Find More Information?

https://www.healthit.gov/topic/information-blocking
https://healthit.gov/report-info-blocking
https://www.healthit.gov/cures/sites/default/files/cures/2021-11/Information-Blocking-Portal-Process.pdf
https://www.healthit.gov/cures/sites/default/files/cures/2021-12/Understanding_EHI.pdf
https://www.healthit.gov/speaker-request-form


Subscribe to our weekly eblast 
at healthit.gov for the latest updates!

Health IT Feedback Form: 
https://www.healthit.gov/form/
healthit-feedback-form

Twitter: @onc_healthIT

LinkedIn: Search “Office of the National 
Coordinator for Health Information Technology”

Contact ONC

http://healthit.gov/
https://www.healthit.gov/form/healthit-feedback-form
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