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November 29, 2022 
 
Senator Bill Cassidy, M.D. 
520 Hart Senate Office Building  
Washington, DC 20510 
 
Senator Jacky Rosen 
713 Hart Senate Office Building 
Washington, DC 20510 
 
 
Dear Senators Cassidy and Rosen:  
 
The College of Healthcare Information Management Executives (CHIME) is pleased to 
support the bipartisan bill, the Healthcare Cybersecurity Act of 2022 (S. 3904), introduced 
on March 23, 2022.  
 
CHIME is an executive organization dedicated to serving chief information officers (CIOs), 
chief medical information officers (CMIOs), chief nursing information officers (CNIOs) and 
other senior healthcare IT leaders. With over 5,000 members, CHIME provides a highly 
interactive, trusted environment enabling senior professional and industry leaders to 
collaborate; exchange best practices; address professional development needs; and 
advocate for the effective use of information management to improve the health and 
healthcare in the communities they serve. 
 
First, we thank you both for your ongoing efforts regarding cybersecurity within the 
healthcare sector. Recent incidents — including attacks targeting healthcare and other 
essential services during the COVID-19 pandemic — illustrate the importance of preparing 
for future cyberattacks and their financial toll. We are very pleased to see that Congress 
is underscoring the need for more support in response to cyberattacks in the healthcare 
sector – specifically, cyber threats impacting providers. We applaud the acknowledgement 
of the necessity for improved cooperation and coordination between federal agencies. 
Specifically, we support the provision within the bill to increase the availability of cyber-
threat indicators and defense measures for entities that receive information through HHS 
programs.  
 
CHIME agrees that it is of the utmost importance for federal agencies to ensure that 
owners of assets in the healthcare sector are trained and prepared to mitigate the 
risk of cyberattacks. Requiring HHS to provide such training represents a critical step 
toward ensuring that healthcare delivery organizations (HDOs) are more prepared for the 
increasingly prevalent attacks on healthcare – one of the sixteen critical infrastructure 
sectors. 
 
Under your legislation, HHS would be required to update the Healthcare and Public Health 
(HPH) Sector Specific Plan, which details how the National Infrastructure Protection Plan risk 
management framework is implemented within the context of the unique characteristics and 
risk landscape of the sector. Additionally, we strongly appreciate the added focus on 
smaller, under-resourced providers – which we believe should specifically include post-

https://www.congress.gov/bill/117th-congress/senate-bill/3904


acute care and long-term care providers. This bill requires updates that are essential to our 
members, specifically an evaluation of the challenges HDOs face in securing medical 
devices. This is imperative, as cybersecurity risks are already inherently transferred to 
healthcare providers and patients as soon as the device enters the supply chain.  HDOs 
face further challenges when they purchase medical devices that arrive with vulnerabilities, 
as well as protecting devices that are no longer being supported by manufacturers or 
contain software that is obsolete. Providers are forced to weigh the risk to their patients 
and the cost to replace these devices – which simply exceeds many healthcare systems’ 
and providers’ budgets.  
 
Additionally, CHIME greatly supports policies that foster information sharing and the 
enhancement of secure electronic health records (EHRs) to protect sensitive patient 
information. Our members’ ability or inability to ensure the security of their patient’s 
protected electronic health information (EHI) during a cyberattack further leaves them 
vulnerable to potential HIPAA violations and penalties. 
 
Our members are committed to managing, monitoring, and mitigating cybersecurity risks to 
the best of their ability. They are dedicated to best practices regarding cyber hygiene and 
take their responsibility to protect the patients they serve and their patient’s data — very 
seriously. They undertake all of these efforts because they are truly committed to the safety 
of their patients. Currently, hospitals are forced to balance the high cost of cyber insurance, 
funding challenges, and the current workforce shortage needed to mitigate these risks. 
Additionally, HDOs face further barriers as cybersecurity professionals are often lured away 
to other more lucrative sectors with the ability to pay higher salaries. Therefore, we support 
this bill’s further evaluation of the sector’s workforce shortages — including training, 
recruitment, and retention issues — in order to develop recommendations for how to 
address these shortages. 
 
We appreciate your continued interest and leadership on this subject and stand ready to 
continue to work with you and your colleagues on cybersecurity in healthcare. Should you 
have questions about our position or require additional information, please contact Mari 
Savickis, Vice President, Public Policy at mari.savickis@chimecentral.org.  
 
Sincerely,  
 

 
 
Russell P. Branzell, CHCIO, LCHIME  
President and CEO  
CHIME 


