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My name is Russ Branzell and I am the President and CEO of the College of Healthcare 

Information Management Executives (CHIME). I am pleased to have the opportunity to deliver 

remarks to the White House’s National Infrastructure Advisory Council (NIAC) on behalf of 

CHIME. 

 

CHIME is the professional organization for Chief Information Officers and other senior 

healthcare IT leaders. Our more than 5,000 members are among the nation’s foremost health IT 

experts, including on the topics of cybersecurity and privacy – working on the frontline in 

hospitals and healthcare settings across the country and tasked with ensuring the security of 

patient and healthcare delivery organization data and the devices connecting to their networks.   

 

Healthcare has entered an era of ubiquitous connections. Our members are constantly worried 

about the threats to patient care and safety that cybersecurity attacks and ransomware pose. 

While new innovations, techniques and data sharing capabilities have been introduced to 

improve health outcomes, they also introduce additional risk.  

 

Healthcare data and information remain lucrative targets for theft and exploitation, particularly 

through ransomware attacks. Theft of data sky-rocketed during the past few years as criminal 

groups and adversarial nation states capitalized on the COVID-19 pandemic by using social 

engineering, the very same techniques that have been successfully used against large, publicly 

traded companies with far greater resources than the majority of America’s healthcare delivery 

organizations. Healthcare has the unfortunate distinction of being the sector with the most 

breaches according to numerous studies.i,ii, iii 

 

CHIME applauds the administration for acknowledging – in the President’s National 

Cybersecurity Strategy – that defending critical infrastructure sectors against foreign 

adversaries and other threats is essential and that ransomware is a threat to national security, 

public safety, and economic prosperity. CHIME is encouraged that the administration plans to 

take a collaborative approach between industry and regulators and agrees that setting minimum 

cybersecurity requirements is important and indeed is a shared responsibility. 

 

As this esteemed Council continues to advise the administration on the security and resilience 

of the nation’s critical infrastructure sectors and their functional systems, physical assets, and 

cyber networks, we respectfully request that you recognize that the Healthcare and Public 

Health (HPH) Sector, is in dire need. With that, we would like to share four key points 

regarding the HPH Sector and our cybersecurity posture and needs. CHIME would be pleased 

to offer our expertise, if requested, in the future. 

https://chimecentral.org/
https://www.linkedin.com/posts/chime_digitalhealth-cybersecurity-hitsecurity-activity-7038608264443400192-fofw/?utm_source=share&utm_medium=member_desktop


 

 

 

 

   

 

 

1. A strong cyber posture in the HPH Sector is imperative to America’s national 

defense strategy 

2. Cybersecurity and ransomware threats in the HPH sector are a direct threat to 

patient safety 

3. Healthcare is experiencing a dual pandemic stemming from workforce and 

economic pressures 

4. The HPH sector and our nation’s healthcare delivery organizations need more 

resources  

 

1. Cybersecurity is Imperative to America’s National Defense Strategy 

 

Without a strong cyber posture across healthcare a strong national defense is impossible. 

Unfortunately, the HPH Sector continues to lag behind other sectors, and we have reached a 

crisis state.   

 

Hospitals and other healthcare settings have grown more interconnected with a burgeoning 

Internet of Things (IoT), use of electronic health records (EHRs), and the proliferation of 

healthcare data exchange which has created larger threat vectors. The average hospital bed 

has 10-15 medical devices connected to it, and the average hospital has tens of thousands of 

medical devices in use. Notably, the non-medical systems including smart refrigerators housing 

invaluable resources including blood, drugs, and other treatments, and even heating ventilation 

and air conditioning (HVAC) systems are all inherently connected. 

 

Hostile nation states have grown increasingly aggressive with their tactics and each day, 

hospitals and other healthcare delivery organizations are being attacked posing imminent risk to 

our national defense.  

 

Bringing down a hospital or multiple healthcare delivery organizations at once is a risk for the 

nation and it shakes the confidence and trust of everyday Americans which is precisely what 

hostile nation states intend. They are looking to exact both physical and psychological harm. 

The Biden administration’s fundamental commitment is that Americans must be able to have 

confidence that they can rely on critical services, hospitals, gas pipelines, and air/water services 

even if they are being targeted by our adversaries. CISA Director Easterly recently called out 

healthcare delivery organizations like not-for profit hospitals as being “target-rich and resource-

poor" entities that must be prioritized – and we agree. 

 

Intellectual property is also a lucrative target for hostile nation states. Teaching hospitals are 

bastions of innovation and biomedical research is a lucrative target. Healthcare entities were 

specifically targeted particularly during the early part of the pandemic as hostile nation states 

sought access to COVID-19 research and vaccines. We also know that China continues to 

acquire the DNA of Americans which poses a risk to American innovation, competitiveness, and 

the long-term economic health of our nation.iv 



 

 

 

 

   

 

 

Computers relying on artificial intelligence and machine learning (AI/ML) can also be vulnerable 

to cyberattacks.v New and emerging technologies – such as quantum computing – also pose 

novel risks. Quantum computers of sufficient size and sophistication will be capable of breaking 

much of the public-key cryptography used on digital systems across the United States and the 

world.vi  

 

2. Cybersecurity and Ransomware Threats in Healthcare are a Direct Threat to 

 Patient Safety 

 

Cyberattacks – including ransomware – pose a persistent threat to patient safety. Attacks can 

render access to patient information and systems inaccessible, introduce risks to medical 

devices including ones that are either connected to patients or implanted, and require hospitals 

to divert patients to other settings when precious minutes count. Consider these sobering 

statistics as reported in a recent study which found: 

 

• 64 percent of respondents in organizations that had ransomware attacks said it resulted 

in delays to tests and procedures 

• 24 percent of respondents in organizations that had ransomware attacks said it resulted 

in an increase in mortality rate  

• 50 percent of respondents in organizations that had ransomware attacks said it resulted 

in an increase in patients transferred or delivered to other facilities 

• 89 percent of surveyed providers experienced a cyberattack in the last 14 months.vii 

 

2020 marked the first known instance of a death related to a cyberattack when a baby in 

Alabama died after systems went down following a cyberattack and the heart monitoring system 

was unavailable and unable to alert clinicians to the blood flow being cut off due to the umbilical 

cord being wrapped around the baby’s neck.viii 

 

When hackers and/or bad actors gain access to our Sector, they will have the ability to change 

and manipulate hospital operations and patient data – which could have disastrous 

consequences to each individual patient. 

CHIME also maintains the largest data resource regarding digital health; we are happy to share 

our data, which represents healthcare organizations’ technology capabilities – including 

cybersecurity. 

3. Healthcare is Experiencing a Dual Pandemic Stemming from Workforce and 

 Economic Pressures 

This year began with several of our members being ransomed by Russian-sponsored criminals, 

resulting in inaccessibility of systems and records, clinicians being forced to revert to paper 

records, and patients being diverted to other locations.ix While we acknowledge that further 

improvements in the HPH cyber posture can be and must be made, we want to make clear that 

https://chimecentral.org/chime-most-wired-2/


 

 

 

 

   

 

no matter how protected you are – you can still be attacked. What is happening across the 

healthcare sector would not stand in other sectors. We are under siege, and we need help. 

The healthcare sector is facing what is tantamount to the perfect storm. We are depleted 

financially and from a human capital standpoint from fighting the COVID-19 pandemic, still 

experiencing supply chain issues, and are reaching a crisis situation related to workforce 

shortages – all while in the midst of the most significant economic downturn since 2008. Many 

hospitals and healthcare systems are facing significant financial burdens. They are struggling to 

find and pay for not only nurses and doctors but also qualified health IT professionals. 

We must move away from a mentality that punishes those that have been victimized by these 

malicious actors and criminals. Cybersecurity is indeed a shared responsibility – but without 

your assistance, we are limited in what we can do. We applaud the administration for calling out 

the need to better distribute the responsibility and burden for cybersecurity.x,xi 

4. More Resources are Needed by Healthcare Delivery Organizations 

The costs to recover from a data breach in the HPH Sector are staggering – averaging $10 

million per incident, which is far higher than any other sector. As a comparison, the costs for a 

financial entity to recover from a breach are estimated to be $6 million.xii The fallout after an 

attack has also been shown to impact patient care – one report found that nearly a quarter of 

organizations experiencing a cyber breach led to greater mortality.xiii 

 

In addition to these challenges, many healthcare delivery organizations have seen their 

cybersecurity insurance premiums double, or even triple. Some are being forced to simply go 

without cybersecurity insurance because of the costs following an attack, as they have been 

deemed “uninsurable.”  

 

CHIME strongly supports the federal government offering a catastrophic cyber insurance 

program and prioritizing the small to medium sized healthcare delivery organizations and those 

who are under-resourced. We also believe there must be more oversight over the private cyber 

insurance carriers. Healthcare delivery organizations must meet a variety of different 

requirements – depending on the carrier – which are often not where more investment will yield 

better protection.  

 

Many of our nation’s healthcare delivery organizations are under-resourced, and some do not 

even have a single, full-time employee devoted to the oversight of cybersecurity – even as 

threats have escalated year after year. Healthcare delivery organizations – especially the 

smaller and medium sized, the safety-net providers who are lesser-resourced, and those who 

never received federal funding for electronic health records (EHRs), are in most need of 

assistance shoring up their cyber defenses.  

 

With the healthcare sector only as strong as its weakest link, it is imperative that the federal 

government prioritize programs designated to aid small and under resourced healthcare delivery 

organizations protect themselves against, detect, respond to, or recover from cybersecurity 



 

 

 

 

   

 

threats. These programs can be successful by providing funding or technical assistance to help 

eligible healthcare delivery organizations adopt recognized cybersecurity practices – such as 

HHS’ 405(d), recognized by Congress in H.R. 7898 signed into law on January 5, 2021 – 

replace legacy systems and devices, conduct a security risk assessment, and generate an 

action plan for mitigating identified risks, or hire staff. By raising the security floor for all 

healthcare delivery organizations, the whole health sector becomes safer. 

 

The health sector has worked hard over the past five years to further advance our cyber posture 

and we have made numerous strides. But, we need help. 

 

CHIME appreciates the opportunity to share our thoughts with this Advisory Council. Please do 

not hesitate to us with any questions you may have by contacting our Vice President of Public 

Policy, Mari Savickis. 
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